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(54) ACCESS AUTHORITY TRANSFERRING METHOD 

(57)Abstract 

PROBLEM TO BE SOLVED: To safely transfer object- 
related authority information between subjects (users) in 
an object space in which service objects are scattered. 
SOLUTION: The user information and secret information 
of a client are shared between a client and a server. A 
client who transfers authority information generates 
authority information by weakening authority contents 
owned by himself or herself, and generates protected 
authority information which cannot be altered by a third 
person who does not know the secret information by 
applying a uni-directional function or ciphered function 
to a bit column obtained by connecting the generated 
authority information with the secret information. Thus, 
it is possible to safely transfer access authority by using 
the protected authority information. Further, the sever 
can safely confirm whether the client who issues a 
request for an object is authorized by analyzing the 
protected authority information by using the secret 
information. 
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*8l-{£ofc;i-:7S?x>7 hl=»-rS7<7-fe^^A<ff@^ 

-fT> h— 9— /<RDT?7*-teX«&££±lzSlg-r5fc 
to<D7^-trX«RBSM^ai?feoT, (a) =&<7^-f7 

(b) -9— /WS-^'TTV h<Do.— 9fi?$Bi:*&ffi4fia 

ss&fsx^-y:?*:. (c) t> t-fimmnnm 

£4)StSXf7^i:. (d) ^-f 7> h*<* 4>fc< 

t 4, *tfstt« t ©era $8 t ^ & # s mia i= a* l -c © 

(e) O^^T^V-hK =L— 9Mf Si:*il©11t$B£ « 
S<b«l8fif8i£te0>£ 5 -f 7 > M=»flM- SXt- 7 

(f) ffiO^^'fT^ h*<. -3. — If fiflfi £ ttRBtitSi 

£«g<b«isif#8£-9— aicshilt:. *:?vx* 

OT^-bX^SjJfrSX^f^-^i:, (g) -9— X 
7^^ (f ) l=*J^"CS^LfcftlSfil®*<*3aA^A^ 
^fi-r^X^r-y^ts (h) -9— d>ft< ir^ffiK 

fii#i ®etif « t a» & a am f8i=*» l xwi&amn-mtt 

( i ) -9— /W» Xt^? ( f ) l=fcl*Tg«Lfc«H 
IbHEfimtXT^y:? (h) i=fci^T±jj£Lfc«Sfb*i 

fSlfSt^Jt^-r-SX^-v^i:, ( j ) XTVZf ( i ) 
l-ifcl+StbS<DiKm. M#A<-St-rSCtl=J5^LT^- 
?S?x$ Mctt-rsr^-feXjOTW**!.**^ 
£*<§-r £> c i: $ tttt i: f & 7 * -b X iffil Sit^jSo 
[W*JE2] *:?i?x-5? h$S«t5l Jil-t«>-9— /n* 
t. h£g#-f& 1J*l±©$^-f7> hfctf 

mzfe-otzlTZJV'^O hlc^-rST^-trXg^fF^^ 

^ -< 7 > h l=« LT 7* -t**flMR£ S±l=gll|-f S 
fcft©7ft^IIfa^1?ft-5t. (a) -9—/^ 

#=rr ^ £ 3.— ^itai t &® m& s x ^ ? ? 
(b) sisfits^^-rsx^^^t. (c> '>£ 

< £*«IS1t#£&®fif#£*^&SfitSil=ttLTfifrS£ 

■r s c t *< ^ -s «s^b«® ma * § x ^ 
a. 

^5^-^^x>> i-sfBi-h-ea^-r-6-9— 7*-tx 

L Tg±l=f6§t 5> fc#> 0>7 5 -tz X*iKgi§7J£T' 3s o 



T, ( f ) a.— 9=1f*fiiftlS1lMai«&<b«©fitia£^ 
A,f=T*-feXg#£g<t-t&Xx«y:7i:, (g) X-r-v 
? (f) IC^Tg«Lfc*timt$8A<*r3afrSA>£&S 

(f ) izfeaNTSmLfces^bffifBltatx^-y^ 
(h) iriJ3^T^«Lfc«S<b«iiafit#4:$JtS-r*X 

P^-a-rSCtlOS^LT^-^^x^ M:»t*7 
f -bX^l^g-rSX^-v^i:, $*fi|-rS-<!:$^fSi: 
-T -5 T ^ -b X *tfES§«^2jo 

■r^iciHROT^-bxitKSHi^ao 

t. t^vif h$I*tSlKl±())f7'<7>htA< 

ffil=«ofc^-^^x<7 hlc^-r*T^-bX^/)<fF§$ 
^S^-?2?x^ h3gKi^. ^7^7>hP^»U!9 7 

-<T> h— 9-/^-eT^-bx«E^s±izsm-r-5fc 

to<DT^-bX*tfSSia^-CfcoT. (A) ^=7^7 
> h*<a.— ^raairfeggfit^^ffi^-rSX^-y^t. 
(B) t-/W#^7-<7VK!)a- tffiHBiS&ggfiNS 
^ftlt-r-SX^^^i:. (C) ^7-f7> KA<«EfilS 
£ifeJ5E-r-5X7^v:?£. (D) ^7-T7>hA<. 

1 4,*§Kiif*g.!:i8fefimi frtt^m-n ltbt^w 

>H»^ff LTI& 1 0>«^b«IS1tffi* ^BE-T SX 
TVZtt. (E) ^7-fT>hA<, a— 9 ! fi»«4:«||fifi8 

o>&mitmmtfm$m<D5 3<<7> t-izmm? 

§Xf^t. (F) fft<D^7-f7> -9— 
fA-U>vX?5H$5<lt5Xf^t, (Q) ffi<D^ 

S ffl L T m 2 <D«S^«ISfilffi 5 X ^ 1 1 . 
(H) ffifflf 7-f7> h*<. a— ^titffiiffiRSIS^tm 
2<0«S^b«®fi}«*-9-/<l=Hl«Lr. ^-^i?x^7 K 
^<D79tX?g*t5Xf--/^, ( I ) "9— 
Xf7^ (H) |Cfc^^-CS«Lfc«®fil«A<W3a*^S*^ 
$&S-f SX7^7fi:, (J) '>)&<t*ti 

ft^jgfflLrmi ro«a<b*isit«^fiit-rsxT-y^ 

(K) -9— /W, '>ft< ttfA-UVvXfJUi:?. 
f--/^ (J) izfc^T^fieLfcmi <0«S4b«ISfi»ffi<!: 

&mitmmftm& xt- vzft. cd -9— 
xfjzt (h) (cfc^^rS{iLfcm2(0«s^b^iK 

Mt7f-^ (K) lrj3UT^Lfcm2 0)«S^bifi 
Kfil^^^tbS-r^X^-v^i:, (M) XTvZf (N) 




\~lz*i1rz>7*-b*1>m®i<i\&*Tv7k. 

*vs*:?e?x* h^ra±-e. a.— 9Mit*fii*ii&lfM8*m 
KS«^r*a6^T« (f) *— /W. *-?-;?x? 

X^aiSaflrr**^?**.. (G) ^7-<7^hA<. 
il>^C < irt^-V U>i/X^5>Jtmi ajfcgfllif fewest 

«ffi^b«fE1t«$*)a-rSX^-y^<t. (H) £7^7 
>h*<. a.— »fflHlt«BilN»t*2©«»MIIB1lMB 

SXf'^t. ( I ) /W, Xir-y^ (H) 1=33^ 

t. (j) -9— /w« 4»s< tt,mmtismtw®timt 
«a<b*iaisa$±jiE-ri.x^>y^i:. (k) -y— 

*<s <^:^, J ^ 1 ■V^>i?X?:5>Ji:X^>y^ , (J) 

£j£-r-5X (L) -y— /W, X^y^ (H) 

(K) lzfca*T£j*Lfc!S2<&£g<b*IS1ff«££it35 
t5Xf-^i:, (M) X-r-v^ (N) l-fcltSJt&O) 

is*. sg#*t-st-ri>cti=f5^LT. 
*£aeufctf* F-yiji-^LT-^iRittiia^Jiffl-ri) 

i: v t^v/i^ h$S*tSl«±<»^7-<7>hi* t 

-c t> t-—y—/*r$X'7 1 ■k*mm£&±i-g&-f ztz 
(b) -y— /w**5-f7> KDi- tfismtv&&ffim 

^MtliXf -^t. (c) ?^-f T> hA<«fB1W38 
$4fi2tl!Xf •vT't, (d) *7-f7> h*^ 

« */h t mmmm & mmt l t «g<b«f&tim £ *t js 



<8§fl2 O 0 1 -1 0 1 0 5 4 




t\ (f ) teO<7^-i'T> h*^ a.— 9MflBi:«S<b*i 
&1ff*8£-9— /^bHILT. *:?SJx>> h^OT^-feX 
$5*t5Xf»^t, (g) -9— /W. a— 9Mt«l= 

ftKISS^^-rSX^v^t, (h) V— /W, 

£82"f ax^v^i:* (i) XT";? (h) lcfcMt£ 

mizm.-otz*zr?jit H=tt-r.S79-fexiSNE*<itg£ 

(b) «RB1Sa$^JS-rSATV^t. (d) 1MB 
<t^$ffll>-C«IIS««l*lit^bLT. tt»*5-f7i/h 

i=»£i=SBrt- -& c t *<t? £ 5£a<b*ti&« «***-r 
[Btsro] *:?$?x$ h£s&-rsi Jii-t(D-y— /< 
mz®.^tz*?*>iL'7 \~\ztt?&7*-t>xmm<vtmz 

T, (f ) a— y=mffi<t«g-(b«IS1f«}^A/fc*T^-b 
XS^^gfl-T-SXir-v^i:, (g) a— yMtffiK*fr£ 

-r-5ffifeiff^^fflt*r«g<b«K«ffi^«^bLT. « 

Sf»*±itSXf»^t. (h) Xt-;7 (g) lz 
( i ) Xf^ (h) l=fcMtSWJatt©«I^S 

[»*«i i] ^-^i?x^7 hsutt-fs 1 ei-to-y— 

*i£*:7s?x? h^raJir*. «-^5-tt> hra&t;^^ 
ttoT-^-fexitRas^^feoT. (a) ^^^-rT- 

(B) -9— ^ 7 -f r > hoa— 9=ffSi:feffiltS 

ssntsxt'^t. (o ^^-r 7> htmmim 




•^jrr&xx-;/:^ (e) ^-r r> ka^ i— y 

HMfitltlStiNStm i a>es^b«IS1f «£ffii«>$ r 
> hC&flM-SX???*. (F) tfeflJ^v-fT^ h 

(G) flfetD-^-f 7> hA<. S1 1 <0&a<b*llg1t$8 
&m l^Xf- V U > 5?£* Jfl * Bt^b Ltl2 <D«S^b* 
I1ti$Mt4Xff^i, (H) Ifefl)^7'f7>l- 

a.— tfte«ift»««fc&2<D#a<b*Ki**as-y- 

X>-y^t, ( I ) *— /W, J^f V ^ ( H ) icgl^C 
(J) -9— /W, WflHt£Jfll v CMMIHI*NNMtL 

rmio^s^isita^^-r^x^-y^t, (k) 

Xtv7 (J) lz£lvc£j£Lfeff 1 ©SB 
<b«®fiN8 £ /a i^"C ^ v u > S?S:^*iJ £ Bt*Hb btS2 
<D#a<bftE4t38££j£-rSX7^^£, (D -y— /< 

xtt>v^ (h) j-fci,^rs<iLfcm2a)ea<b«Bi 
wat^f (k) (zfct^T±^tfcm2<7)fts^b«i 

©Ifffiir^ltSt-rSX-x^^'i:, (M) Xtv7 (N) 

*jmw - 1 £ t#© t -r s 7 * -t* xstEsa^a. 
[S#jsi 2] Tt-^x* h^ti«-rsi m-ta>-9— a 

tiZ>*7Vx<7 h^±T% a.— tflfS-tft&lfffiirm 

i ©fcs-ibii&itfssiagLfc^-fr^hir-y— 

(DB^7?izX*|&££±irgig-t£fc*>a>7$-feX« 
ISSH^-CJfco-C, (F) -9— fUfi % 

X^5US3HI-r*X^->^i:, (G) ^7-<T>h*^ 

it Ltg 2 0>«a<bttl8tiff8£ £rit-T Sx^ *v . 
(H) ?5-<7>hA<s a.— 9 t 'ffffii:«©'IS^i:S2<D 
«S<b«IE«ffiS-9— /<l~2HtL,T, t^vif K07 
^•trxmtS^f'y^t, ( I ) /W, Xf--» 
7 (H) lzfclxTg«Lfc«IEH«*<^3»fr5fr£&S 
-f -SXT^^i:. (J) -9— /W, SBetfSg^ffll^T* 

Raiw®$Bt#{b Lrm i (D&mitmmmmt: <fej£-r &x 

n-vrJt. (K) -9— /W, Xt^v:? (J) (cfci>-cife 

j£Lfcm 1 <DSa<b«fEtit*8£ffl^T i ? 1 A' 

* Bg#<b Lrm 2 0>fcS<bfil&t1t$a££j£-f 5Xf -v ^ 

<t. (L) -9— X^f^ (H) ICfcl^Tgm Lfc 

m2co«a<b«istirffii:xx-y^ (k) icfc^r^L 
f=m 2 <©£ia<b«®tim£ ^itis-r sxf <v yt , 

(M) T-n-vf (N) irfc(t&tfc®co$S^ e5#A<-& 
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-rS7£-feX*tl£SiS:52!o 

3] *?-;?x* h£ffi«"f£l KUKD-9--/* 

K9— 9&Sl**vfc=i-^vx^ hffiwu-c, ^7 
•<t> hF^at;/xi*^7-f t> i — -9— /<n-eiMBflt 
m £ 3?± iz vm-t a fc to a>ttm<gmi3 3kx- & o r , 

sHa-rsx^^^t, 

5Ht-r-5x^-v^t, 

i2©^7-f7>h^ tu^mtm^m^xmmmm 
mmzm^itLtzm^ 2&isitgeic«8A-r&XT-;/ 

•fTi/KFaa^/xtt^^-fT^ i — -9— /^-e^stff 
#<b lt, ea^basti^^^fiE-rsx^-y^i:. 

fH2(D9?<<7> KA<frlB«aft*»S1t«S 2 JfcfEHg 
SlcftSft-r^X^-v^i:. 

mi o^^-tt> h*<. Btrl5B&^bfii-eiit^b*tLfclff 
«5«^b-rSfctoro«#-(bfiiS, i2©^7'f7>h 
icSHt-r^Xx-y^i:. 

m2(D^7-<7>hA<, «-5§-<b@£ffll*T«a<b©g11f 

^^«#<bLT, ffiffiit^^-sxT-v^i:. $m<i-r 

5] WSBf^b@i:B(rtB«^b@l*ll-®T- 

&z>z.±&ftm£-rs>m*mi 4\z®.mo> l fc®. t gm.*i 

St. 

[w*«i si *;?s;x* h$^«-r*i ki±o>-9--/\* 

mi oxt^-iTy hA<m2<©<7 5'f t> ncieffiwffi^ 
sut-r-sx^-v^t. 

m2<0^7 : 7-<7> htK 1t«$Bt^b-r-5fcto©Bt^b 

Sir. »*fta-e«»ft**tfc«»fl:flMI***<b-r* 

fc toojs^b® i: $«^-r * x T- v y t > 

Sffi-rsx^-v^i:. 

g2(0^7-<7>l-6<. SiIISS5fBm«$StrfBBt^bglT* 

Bg#^b ufcea<bas« ®^ 2 jfeis©gsicft$ft-r -sx 
g2©^7-f7> h*<. H^IiB§^^b@^ffl^,^T«a^b%^ 
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■<7>r-iia;&tf/xi*-7^-<7> h— /WclMBflt 
11 ro^v-f ti/ h*<m2<o^ : 7'rT> hi^mi «>$b® 

X^5U$3l«-r -5 X^r v Zft . 

mi (D<77-<T> K*<1iria i 3 1 VU>v?3iC^ : 5iJi:m2 0)W 
ill C0^^'C7> hA<m2a>-97-YT> H=fitIIBBt#fil 

[0001] 

[»^<DS-r*afl5»s] *f6HHi*. -y— ex ■ 

x* h*<tME-r-55i-:?s?x$ hSUSJ-ticfc^T;, ^"^v 
-<J ^-9-^>5i^ h (a.— tf) ^-eS^l^eSI-rST'^ 
[ooo2Mi:»L<lt **B9)i£. *gj8ta>*xh*< 

g^-fj £*xt> (a.— <f) ia-cfi±i=iE2i-r*fc«> 

[O OO 3] 

[fil3fc<OSEtl5] B^<D«ffl&« ( I T) #I?fcfcl+£.fl 
[0 0 0 4] 3>ea-$ • vXf A±T*lt f*Xh 

[0005] gifi-ei*. j<»3^ea-?->xfA 

l* s LAN ( L o c a I AreaNetwork) -V> 

>ei-T^>^^izs*^Ti^« a-sta^ex- 

£jMM-?5?x* h<Dffr££!r#lcigfgT&'.&&!><fc<fc 
££lc. 3>ex — SlcfctvriifT^ti-S^gl^ 



[0 0 0 6] r-r?— £ J:fl)fe5 1 OOa^ 

ex-^J:-e®|ftLrUS^P42XA<. te(Da>tfx- 

$i j:T?siff-r*^p-fex<D^#$Bxi;ai Lxm'nz-e 

Ztl*5. rSiil^^Df^mL (R PC : Remo t 
e Procedure Ca I I) J , SL<li, 
rSPS/ V; WtftiJL CRM I : Re mo t e Me 
thod lnvocation)j t B?lf *t^^S£4i 

italics y AJtifcavci**. Hfr^ft&^^cD-o* 

©a>tfx— $lcffiMLTfc< wtl:<fcoT. -CD J: 5 

[0 0 0 7] ^ffiSI. ;Ufc£<D**fl>*:frS3I 
;j-?5?x£ h (Object) l=**LT. It (Su b j 
e c t) l=£<D8fta>r0-trXittt (Ve r b) £gr§ 
tUofc r7^tZ«(Access Pri 
v i I e g e s) J lcH-r«,WS73^^1 i SvX^AA< 

l»a««»liS^T<*. 79-fextroasiii, 

S (Subject : -V (Verb: 

&flO -O (O b j e c t : gWtttffcfc LT©77^A 

fcf) COB^Icmft-CTfBML, @S-r5-i:A<T-^ 

a.— tf, a— If • T**>K Xl*a— imSMMBtB 
li:ESi:Je«**ifcl\> 

[0008] CC1?t5t?Vi^ h (O) lZtt-?%T 
$-teXlift (V) ©«BfcLttt, ffl*.l£l£TF0!>J:3& 

(D 7T«f^^»*ta-r«w 

(2) 77-f*i:t*at? (ssf-rs) wa 

(3) 7T-OU*fr8HMW-*«fil 

(4) 7T-OU«WIBrr*«« 

(5) 7r<oi<£ttiR-r*4ttii 

(6) 7r-f-»U*'5:i:a)7 7"f^M1x^^M-r-5ffifiJ 
[0 0 0 9] it©a- tflc^LT^SfllStCT^-feXlt 

y. ^tLTS^Mft?. 7<7-bX«$S«)lC§31L 

[0 0 10] jj-^S?x* hlC^-rST^-bX^KO^STJ 

am^lCjS^Ta-< A^flie>*tri^. C<D7^-feX$H 
i7 -y^XI*. JilTCD [i1] lc^-f<fc5lc, ft 
(Subject)l:, 7 7-f;i-4fC4*7i/i^ h 
(Object) lc«Lriffl)egO)T^-bX« (V e 
r b) K«SLfc7— ^iU»a-CEi** 

[O 0 1 1 ] 
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A I o xfiq»0«»flMB (capability) 





! #FILE1 ; 


#FILE2f 


#RLE3 




Alex 


Read/Write! 


Read 






Bob 


1 Read } 


Read/Write 






Cod 










• 
• 
• 
• 
• 
• 


I 1 









mmvxh (acl) 
[0012] cai] ic^-r^j-ei*. ^a^.«" a i e 

x£ h£ LX(D n F i I e#1" icSJ-TS^ffl L (R 
e a d) X (Wr i t e) £ 1*9 7£ -feXfi 

ff*<ffS**tTl^**<. " F i I e # 2 " Iz^LTlii! 
<?*aiLa>^fr£*i— * "Bob" 

ri^So 

[OOl 3] T^-bX^JO^ h'J ^*X£#a^A«lz 

sb* tFf^» LTlW Lfc»fr*«*Bi* Lfc« «T* 
fey. rrnAfflB'JXMAccess Cont 
rol List:ACL)j tmttl&o #J*-f£ v 

[ai] icscLfcerei** " f i i e#r iz^g^-r* 

A^AIi* gt^i^ hl:»LTAI ex, Bob, 
C o d &4lfc«f1M«»* * LtzT<7 tX« 

8pyxhT?fcSo *-/<S«L<ttH*^77h7*- 
>y ■ vXfA (OS) it LT/Sift 
CfiLtl^" Unix" (*. «»»SCa>T*-feXfl 

[0 0 14] £fc. 7^-bX9IS7 h 'J y4x£44Tfe 
f=«yfflLfc4iCDI*. ^vi^ h-Tttfrfti— 

fc««r-*y. r«BB«fflj «L<r* rw/^ey^-f 

(Capabi I ity)j tmttl&o 

u iz^-rT^-trxsjffii^ mj ^^x(dsi ffi*^.— 

r Alex" KB-f SW/<ey^r>rl3fflM3U * 
fc. §2^-1^ Bob" icB-rs^W/^fcfy^ 

[0 0 1 5] ^^/^egf-flt ^^vx>' h^tDT* 

iS0t^ htfTCP/l P (Transmi ss io 
n Control Protocol/Intern 
e t Protocol) }$®| $ *LT &S* ^ h? — ^ 

RL (Uni form Resource Locat 



o r ) X^JO^-trtaaLT. HTTP (Hyper 
Text Transfer Protocol) * v 

[0 0 16] #Jxl£. A I e x*<Co dlcW/*tf 'J t* 
^Sfit-tlCj:oT, C o dl*. #*3?^x<7 hie** 
LTA I e x^P^a)^ffffiiS^m^-r«Ci:A<-ri^ 
5> 0 W/<ey^*S3l*«l*f£Co d(*. Alex(D 
=FfiE*4>* A I e xCDft3St Lt§t?vi* He 7* 
•trXLT. A I e x<D«&£ftft-f£C So 

[0 0 17] L^L*4<&. W/<fc*y^**JWW[Rl:: 
!ISLfeSlM;J:itL-£;lT L£5<h. ^/^eUf-rO) 

So z(Dfci6. if y ^^o)aas*f*. w/^tfu 

£ ha«{tttH«*ll8r« (mtf:?;u ■ 7*-fcrx£K 
^tiJLCD^lcRg^-rS) £r£\ ftEW^^ii^r^^/^ 

[001 s] *^/<ey^**»yaitfc*?s? 

x*h#, W/*ey^(Dfl^£fSi|McS»*-e£Scfc 
dSr^STSL/cCDTM*. I8g%l*^>f/<ey^(DI*3 
§£&SLT«©£B^leS£tf>*:y. &Bi-CW/*t:y 
^-f £«S8LT. t?5x> h£»gflRBIz7*-feXi§{1: 

gfSm=#*. ^3fvx^7 h$^]Elz^^-rj 

[0 0 19] mJt$^m-rS?Sf>tf. *-t<D 

#*x h r^-c^r^ / < t: y t- *r S w <t 

feSo 

[oo2o] *:?i;x* hror^-t*x«!itai(ziiLri±, 

[0021] mTUtftffisP 5-81 2 O 4-SH*fgl-l*. 

<ic<e^-r-5itiiJH4iE^s (pao a>tts<£ffl£$ij 
t9-r-5t^B#(c % PAc$^<a>ee«j<7)fcAi-ffiffl-e^ 



(7) 



iM 20O1-1O1O54 



[0 0 2 2] LfrLfctffe. ^H?5-8 1 2 0 4ffi 
[OO 2 3] *#§B¥9-3 1 9 6 5 9-SHHgl- 

— tf Jem's: * -r / < tf y t- -r $ t9 y a r s 1- o 
m»£*itii«. H^«(=«t^ii. a>ei-^«gg<o 

A±-eH<TL J: 5 5?a ?l=f& 

'J -r -i *. €> *l £ <fc 5 1= * r> X l^S . 
[0 0 2 4] LfrL#A<t>. #§fl¥9-3 1 9659f 

[0 0 2 5] HH¥9-2 5 1 4 2 5#&«l: 

JMMatBULTis*. eft**— >f h • 

[00 2 6] LfrLfcA<€>, ^gg¥9-2 5 1 4 2 5^ 

W tf Ut^ £ifei£ Lfc y Itvf^bt 3#2jKO 

[0 0 2 7] #f*OS (f<U-T<^-vX 

Tix) t LtafSfttSffl©" Amoeba" I*. 18 

(2) -9— ^-^C?x-> h££j$LTs *:?vx£ 

hS^tsia^iiiysrSo aai*. t^yi^ h§f 

ISA* ft -5. 



(4) W/<ifJ-r-r ££v-<7> H^ii-r. 

(5) <f=7-(7> r-tf. "9— /<IC»LT. W/ie'Jf 

(6) "9— /<tf 'J ^r-f ASt^vi^ 
i^x»/v* • 7-f- ;uK£ttttiU *^i?x£ h • 
^HcffiSft^^TL^-SaaS^lc^x-v^ • 7-f-;iK 

* & he t as $ffi^b-r £ . 

(7) taftfeSLStf^vx? h • =f-? 

(8) g#£ftfci§ttA<w/*fc*y^i-f2^ftfc« 

[O 0 2 8] Amoebatli. $&C, *r-</<tfyir 

(1) <?^-(7^ t-t-v— /N**<N<ia)pr^-^inittii 

(2) 77-f7> h*<m2<DitK*^fie-r€.o 

TlfflLT. $2(Dfi'^ • 7^- ;u K$±fiE-T-5o 

(4) "9— ^(Dttetg^Ofx-y? • — 

(5) -9--/^l*. «B7-f— ;UKl=*tV -73lS]1xSSt 
[0 0 2 9] L^L^fA*^, AmoebaJi, NUKDrT 

^ w / < e y t- i- ^ ^-(b-r s ^mz o l %t l t 
W/*bfy-T-<cVr>. c^e.M*Lfc'tr-</<eg^-f <o 

«"f^Sl^<b-r-5Mil*— B)«SLr^>5:l^ Amo 
e b a^l*^-^vx^ hlcT^-bX-TSfcftCD^-^vJx 

[0 0 3 0] We b±T?^|i$ttfcB j o r n 

N. Freeman— Benson 0>i&£" U s i n 
g the We b to Private Info 
rmation — or— A Short Pape 
r About Password Protect! 
on Without Client Modi f i c 
at ion" (URLtt" http: //www 1 . c 
ern. ch/www94/PrelimProcs. 
html") X'lt. tSSS©355URL (-rfc*?*.^-*- 




X(CfBK$^fc^l*KlT<0^llllc(i£ 5 . 
"(1 ) V— /Wn^>*i/^9- Kcmfr 
X9- K • • «^-r*o £fc. -0— /<!** 

LTl*&. 

& -5 >. -b— s? £-9— /<i=s«-r 

(3) ■»*—/<(*, K • i^hfttlL. 

T> K3&»6a«**ifcP^-f >*£/<X«7- KOtttfA 
OfrJtllis C<0P?'-<>*£:/*X r 7- K£Bf-^@-CB&-«§- 
•(bLfc^^T^-feX • £ LT. URLl^At 

(4) ^-fri/H*. gctsjofcuRL^fflt^r-y— 
Ai-r^-tzxgjjt-rs. 

(5) "9— giLfcURLfr?>7m • 

(6) efi**vciMiii, -y— / vtn & 

h ^<7)T ^ -fe X $1^ rT-T So 

[003 1] HiiX-ei*, ^-TT^hA^X? 

— K©tIS ff ?cit-URL £8S$rtbf -Set # 
LTl^. 

[0 0 3 2] LA>L.fc;6<t>, HaiftX-C-ld:. fc&iofl)* 
[0 0 3 3] feUi£$&JS-f Sir, S£3t5j$ffit?l*TlSroJ: 

* * &$&<b-r -5 c £ liBitT- th -5 . 

(3) ^/tf'Jf -f SMt4f?Vxf >T<< 

e 'J U So. cft^S^lc^SL 
ggtL. fc£OttM&<b^&Ci:j!><-e#>Sl\. 
[0 0 3 4] 

fx ■ *?i?x* hjM*ttr*3j-?5?x* h£RU±l-*i 
txT. *?S?x* hlcll-f &7?-feX;|ie£i52&Lfc 

icea-T ■& C <>: # 3 , &*tf= 7 * -tr X filPfiSffl^S 

[0 0 3 5] **llBG>Hfc5 S Ml*, «SCD*XhA<* 

vx^ M=M-f S7*-trxitp!£i2aLfc ry-f/<ey 
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^f-fj *Xh (i— 9 s ) F^T-S±lc^5|-rSCi:A< 
-e£S. ffi*ifcT^-bX«PSgl»^a*ffi«-rS-i:(= 

[0 03 6] *mm<D-mi£&B#i\t* W/<f'Jf-fJ 

T4&&miz?kf$.U lo, te<D"9-^i?x<7 Mc£±(_ 
PITTSC g*ifc7*-tzX«fBSIt^>££ 

stars- ti^as. 

[0 0 3 7] #S§i?8a>m&-&lMI*. ^/<b'';f-f^ 

f-fSISI-SffiU fio, £j££4xfc'7--f At^'J^^' 
£;i- x $ h©^s#A<s±(^fi-r £ C i: #1? £ 
4, g*Lfc7^-bX«iSS18^*««-r-5wi:lcfe 

[0 0 3 8] 

[PS£8?a-rSfctf>0>^JS;Rtfttffl] -tiB 

I*. *?vx* h^ffi^-TSl 8Lh©-y— 
x£ h$^-T-5)1 JU±0)£ ^--f 7 > h 

> h— y— /^-c?T<7-fex«fE$s±icsai-r*fc«)«> 
tf3.-*fmmtm®m®i&&ft-?2>*T?zfb. (b) 

■T-SX^^^i:. (c) ^^-f T> hA<ttErei8££j£ 
tSXf-^t, (d) ^^TV h*<. ^^<t ; t« 

ff^iifflLT«aib*tPIffi^$*JiE-r-5X^-y^'i:. 

(e) ^ 7 >f7>h*<. =L-*fmmkm®immt&mit 

(f ) <fe<D^7-<T> 3.—tfffimtmmffi$3Lt& 

g<bffiPHt«£-9— /<I=5I«LT. ^^i?x>» h^<D7 
£-feX£^5fc-f SX^-y^i:. (g) -9— /W. x^-y 
7f (f ) lzfcl>TS«Lfc*ISlt«A<*^§fr£&S 
t^Xf-^t, (h) -9— /W. '>£:< t*«(S1ff^ 
t ««tt« t €, <C S 1f« l=*t L r Br£<D;HS^ ^ jS 
fflL-C^S'fbftPHf^^^fiErSX^-y^i:. (i)-9 

-/W, x^^^ (f ) irfc^TgffiLfcfcgibffiistii 

SiZf";7(h) l=fc^-C^fiELfc«S{bttPfi1t®i: 
^IfcS-f-SXx-y^ts (j) x^«y^ (i) l-fclt-S 

& z. t t -r * 7 1> -t x«ps#»^ai-e fe & e 

[0 0 3 9] ^»B^fl>^2<?5<ffl®l*. 
* 1 Ja±<D-7 7-<r> Ki:A^--v — ^e®*^ * 

7 -f7> h*^%-r-5«iPi«^i=ceofcsi-^^x^ hi= 

«-rST^-trX^^A<fFS*^.i>^-^^x^ h&ffl± 




m&&&t$?z>*Tv7ts (b) -y— /w#^7-f7 

(D) ^7-<7>hA<. '>&< 

t e> sit *8i=*t l xmfca jgnatt l. r n i 

(Dfcg<b«Btffffi£ifeJ£^5XT (E) 
7>hA<s i— •fflH»fc«IBfll*fc*i:«)«Bft«»1tl 

<J>0=7<< 7> -9— U>S?X^5iSS« 

(g) tt©* 1 ?* 7> d»fc< t 
tfvui- w t m i ©«gfls«RB«$s 

ur ur3feoa»a^*affl Lti2 ©«aibti 
(h) nk(D^7^7>h 

— /<l=3mLT» *:7$/x* h^©7£-feX£S3jfr-5 
XTvZft* ( I ) If— /W. XT-y? (H> icfcl^T 

(J) /W, d>*<**«B1IMIfc 6 

<b4tlS1SSi^^fiE-r5XT-y^i:. (K) -9— /W, 'J> 
fc< fctf^l/>«?JlltXf -v^ (J) l-fcl^T^ 
jfcLfcBi ©«Bfc«R1*«i*&tt*flHBI=»LTRr 

SXff^t, ( L) -fr— /W. ?.T<"jZt (H) ICfcV 
Tgff Lfcm2<D£Klb«ISrai8£X^^ (K) (=33. 

L^r^fiE Lfcs 2 ©gBitttBflMU: ^itSt-rax^ t» 

(M) XtvzT (N) lcfclt5ib3£©iSSm. 

[oo4o] #S£i?B©&3©fflj®i;t\ *zfi?x.t 

h 1 BUt©*— sf^J?x0 h£5#-f 
-51 feLt©*?-* 7> h£*<*y h-7— * 

* -fe x«is^s±icsa-r sfc ©©7 ? -t xttBsa* 

1W»«r«#r*XT-v?i:. (b) -9— /W#*9-f7 

(c) * 5 7 >!• 

(d) T> |Bffi1*$B£flil*-C*i®1*«*Bt 
*ftLT«»b*»flWB**J«-r*X-rv^fc. (e) 
*9-f7>l>a«. 3— 9Mtffli«B<bttl8tiNa£te©* 

5^ 7> n=3a6flr^*XT-v^fc» (Otero^^r 

>K*<. 3— 9 s flMR£ftII<t4tlBflMS£-0-— L 
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(g) -9— /W. i— tf««|=»(6r*W«flWB*ffll* 

r«s^b«isiss$«^'(bLT. *tEtit«££js-rsx 

TV?b< (h) -9— /W, XtvZT (g) l=&ivc£ 
(l)^(h) l=telt«*Jfttt©tt«S*fcflE-3 

^<t, SJMrrscfcSWBfc-r^^-feXBBBBa' 
[0 04 1] *fc» #3SSB©m4©i!]®l*. 

h£jg#-r-5i bi±©*— ^-7i?x^ h$s*r 
^*7**xaMfrMfr***t*j*-?s?:r* i-amu 

■C, <&^ i 5-f7i/ HHStf$5<7:/ K--9— /^-C7 

atfeot, (A) #^-<7>h*<a.— 9*flHI£fNB 
MHUM-i^f'^i. (B) -9— /W«^5«f7 
> 9 , 1SS^I8ffi^^e^-rSX^-v^i:, 

(D) <7^'T7>KA<, &ttimReffil*TttlBflt4R£fll 

lts i <o«mb«is«a* ±fifr ^ ^t. 

(E) ^7 7'T7>hA<. a.— y'flmtftlSWStSl © 
«S^b*B'tS«^te<D^ : 5-i'7i/ McSfeflM-fcXT-v:* 

( F ) fte(0^ : 7-<7> 
**5U**«-r*XT-y^t. (Q) *©^7-<7>t- 
Si ©fcSfbfcKffia^ffl^T^-vix^X^JiJS 
L T « 2 ro «B1btt Bum * * j£-r « x t y zf 
(H) ffi©{7?^7> ol— ifnMtfcttBnttt 
t*2fl!)fftBfl:«RflMBt-9— /<tiS«LT, ^"^i?x 
^7 h^fl)75-trx$g*t5Xf -v^t, ( I ) -9— 

Xr;7 (H) l=fct»r*«Lfc«B1t«36«*J»^ 
5A>^«S-r5X-r-y^<t. (J) -9— /W, 
£fl!l*T«IBti!«£Bi*HbL.TSn <0«Bib«ll8«a$ 
4a«Xf7^. (K) X-rry^(J) 
l=£l«T£AL^:Bl<0filB1bBBflMK$fflLxT7^L/ 
>S?**5H**-*ftLrB2©«Bfl:«Bfll«*±*r 

SXf'^t. ( L ) -9— XTVZf (H) ICfctx 

T£«LM*2<DftB{bttB11MBJ:X7-9? CK) 

i»t«Lfc* 2 o&mitmmmmt taiw*W!» 

^t. (M) Xf-^ (N) l=ifc(tS£b3£<DISm. ES# 
x*<if!g£ 4x5 x^ ^Wfii-r^zt^^Slt-r 

57^-fexiisa^«54. 

[0 0 4 2] ^fc, *«S©g5©iIlt *^2?x<7 

h^stt-r-si ei-t©-9— ^i-^iJx^ 

7> h — 9— /<iB"eiB«««*s±i=«a'r -&fctf>0> 
isaea^^-cfeoT. mi co-^^-r 7> h*<gs2©$ 

7-f7> Kc^SlfSl^iSim-r^X-T 1 ^^.!:. »1OT<7 
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# 



&M2 O O 1 - 1 O 1 O 5 4 



Xf'^i. S2(D^ : 5-f7'>H*<. liirfBBg-S§-<b@£ffl 

jfttsxT-;^. Sim-*- set sits© 
[0043] ^fc. ^fEBjrom6o®j®i*. ^-^x? 

2CO*7-T7>r- A<|iria«B<b«J® Iff 2 sfcisega 
l3»Sft-rSAx-v^i:, mi (Dt^JT^ h*<. ttrCBf 

mzO<7^-<7> H=»flrr*X-f-v*fc* 12(0 
^7-<7>h*<. «-SHbS*J8i*T»a<bi&ffi««£« 

[00 4 4] *f6K«>W6<Dti®i=«si«aes»ai= 

■S a<D*&*-&:b1± -e 3& o r t, <fc l\, 
[OO 4 5] *fS83<&m7aMffl®l** *-3&x.*f 

1t$sffS3&a-ea&oT, mi co^-rrv r#m.2<D$ 

#Mi*«IW«xf7^t. S2«)^7'f7>hA< 
»2©*5-f7:/i*a«. ftriHffieglt«5ltrfBB&^b@-e 

r «s<b©e nm £&#<b l r ffre»(e w« * f# * * t- 

[0 0 4 6] *f=. *^K©m8<Z><i!l®l*. H-yVxt? 
h 1 BUt©*— s*-?S?x* 

€>1 BLL09 7^7^ h£fl<*9 h?— 

-< t > h — y— /<i»-cw«flMB*se*i=«»-i- -sfcAro 
tifS^a^ar-fcor. mi <d^^-ct> r-A<m2co? 



7-(7>h:si ©w*«**a«-r*x-T-v^t. m 
2(D?^-ry> r-tfmi ©s^-r t> h:^-v u>i?3t 

* * U > vX^J tf2 0)®®mmiz*j L TBf s«at» 

ffiataffiLTB»«**ia-r*xx'y^t» mi©* 

5Xf»;7i, I2fl)^7-f7> r-*<, JftEBt-Sf@£ffl 
l»tWEW81M»« HNMb LTf§fc«a4b*»S1f «£ 2 

[0 0 4 7] 

[ffffl] mtfLAN (Local Are 

a Network) •V'-f^-^v KD*7^»t3 

>\±x.-T<( xrmmiztsi^TmmztiZo 

az/fcfi— r-f ><NS#T-ei*, *:?i?x-> r-£g«-r 

a i bi±o>-0— ^-^-?x<7 hssft-rs i &l±<d 

CD— h3b<T C P/ I P (T r a n sm i s 
sion Control Protocol/I nt 
ernet Protocol) S^**lfc?rUo > fcf 
x— ^O^JftT^agB^^tSs HTML (Hype 
r Text Markup Language) 
1?iea*itlfcHTTP (Hyper Text Tra 
nsfer Protocol) *?i?x<7 r-*<Stt* 
ttSWWW (World Wide Web) ffiffl^H 

[0048] Th^vx^ hffin±-Ctt. #*5'<T>h 

<7?^-^i?x^7 hl=»-f *T^-bx*(Sli r«Bmij « 
L<l* r^/^ijf^ (capability)jt 
^5»*-elH2E*+l5o L/:4<7t. <7 5 -f 7 > h 1*. 

[0049] S&IC ^5«f7'>h3^6«l8flWI*5l* 
h'MD7'*-fexa<t l r»4*L«. L^L)&*<8. 

[0 0 5 0] f^T-. ttR1ttta>Btt«li. *^i?x<7 
flUMHI) *»»f*CtJSi«»*Ll^ SiSUfc 




[oo5i] *&mit. s-^^-fT> ht-y— /<ibt»* 

[ o o 5 2 ] *&Wom i (DfiflSC: .fcftlf » *teiitl&£ 

[0 0 5 3] CC-C'«5HffS<0;H»^«)-Wl* I"-* 

A<oT. »ffi««*»&fcl^3#*<«a<biifS1t«£ 
[0 0 5 4] £^-r7> M*. 7£-bXffiRg£gitLf= 

teO^-fTl'M*. MSLfca-fIS 
[0 0 5 5] ^-r, «K«ffiA<*Sa*V 

[oo5 6] jfct*-e* -y— T^txs^.fb- 

g t+ J& o fr i— 9=11118 1 £ £® $S L if v 

^fflLT. «S*b*ifB1im£?i3IL.T*a. -tL-C, C 
<D?|gi;k*tfc«a<btII811ffS£. 7^*xi?>7t- 
v-C gl+SS o fc^SlbffiBS^ i: JtiSfig^f £ c i: T? „ 
T^-feX^fc^'fT^ hAtlEStEtiR^-f SA^gA^ 

3^i*^jE7<7-bxt LTissfi^H*. -rfcfr^, -y— 1< 
zzmx'&z. 

[0057] £fc. *§tm<Dm2<Dmmzgki>T*-k* 
^9Uj irp?^i niEiyffiffl-r-sa^^si-Bi^bLT^ 

[oo58] «Rgtif$8£@irf a^^T-^ k 



!$§fi2 0 0 1 -1 0 1 054 




h 9J ictt l x -^isitesafc <d;H#^ £® m? s c 
•tz. ©e«ffi*flit,^i^3#ii, mi <o«a<b*tis 

1tS^gl#l=3StM-r £ C ,t l*T»**t». 
[0 0 5 9] ^^-<T>hl*. Tf-feXftRSSlSLfc 
1»«©^7-<7>H:»LT > g#©zL— yMffSSi:. $r 
fc(c£jj£Lfc«l&1ft?a£« m 1 <*>SaibffilB1fffli£ 3Hf 

[0 0 6 0] -y— /^li, <?^-(7> hA^OT^-bX^ 

U $7-<T> M*. ^VU>i?X^5iJtmi O^S'fb 
h5>JI~**L.T-:£|Srtf§ia>S:i: 

<D«a<b<tisif«i$±fiE-r^. **u>5?**ai*»& 
>SLxm3#i*, S2<D«sib«BBisai^0¥^3ts-r€. 

[006 1] *t>-P, f^'fTi/M*, BSlfca-f 
It®. ftRBtiMS. &tfm2<B«a<b*l8tlt*B£!SttL 
Ts t-/^L,tt7i?i^ H:St«7i'tXS* 

[0062] -y— /^i*. 79*xi$ic)S§Lr, mm 
mmtrntofrGfr* ^-^i?x^ hic^Lr^ 

[0 0 6 3] JJCl^tf." -y— /<I4» T^-trXS^/ -v-lr— 

i? x g it® o fc a.—- #mm t®&<®mt&m&Ltz t* 
\*mizftLx-i5fo&m&tei£(Dm%.<D$i»WLft&mm 
it. mi oj«aib«ism«^ssLr^So *e,i=. 
^ ^ u > t m i co«sib*istsffi ^ m& l tf 
•v hmz*iLx-i5fa&.m8it£i:<omfc<D&nmft&m 

v-b— i?-c?Sitl»ofcm2 0)«a4bffilS1tffii:ib 
<f It^lf T * -fe JET 9 -fe* t L r * *V 

±<c^s-r ^ t &x # sf? t? fc 
[0064] ^fc, *«6^rom3(Dfi!i®ic««r^-fex 

2>®®mm&fe^itm$i<r>^mtLxmi*&ztt><X' 

[0 0 6 5] ffi^tt®^Sii-r-i>^ : 5-l'7> h 
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"ive, s&©ita£ffli*-c*tRaita£Bt-^bL-c. mmo> 
- - ®eit*fi£»&fti^3#i*. £Sfc*t®it3S£a#i- 

gtSf SCfcli-e^fttS, 
[0 0 6 6] ^7-<7>Hi. T? -feX«fE£SaL-fc 
l*a©*5-f T> hlc*tLT\ SSOa- tfltat^a 
<bffiR1lHfi£itHi^S. *LT. i©57-f7> hi*. 
iSLfca- tf«at«Blft«IIE««SaftLT. 

[0 0 6 7] -*<D-9— Al*» zl— tf<fffil-*HS 
^Sffi®1f&£ffll*TSS<b*§l&1ta£«^bLT. 11 

[0 0 6 8] jfco-i*. -9— /*i*, ttsifffi***^*^ 
-fft*>*>, 7T7-s3L<? M=*tLT* : 7'f7>hA<g 
* HUE A^EIt^-efffS $ *tfc©H A^ft>£ 
•TS. «IS^SA<5^M-efc*i.(i> S7^-bXS*li? 

S» $ *tfc T * * X«R $ 1=82* S C t *<"C # *> 

[0 0 6 9] *fc, *»^(0m4<©fl!I®IC«ST^-trX 

[0070] «Rttassa-rs* i 7'f7> h 

I*. e*>*»o«arta*a*>fc«B««S£JiW"*. 
■E-LT, »ffi««*fflL^T*RS««*BS^bLr, Mffi 

(DfeBs**ufcsio>«a<b*iiB«ffl**fia-r«. a® 
«a£$Qt>fti*3?3#i*. %n o>&mitmmftm$m^ 

[007 1] T^-feXttK^SISLfc 
lMft<&f^-T7> M=*frL"C, g#<D3.— •mat* «ff 
fclc£j£Lfc«E11t*gi:. B 1 a>«Rfc«B««£a« 
-f So 

[0 0 7 2] -y— T> hfr&WT-^-feXg 
L, *5-fT>H±. mi <D«a<bffiB«S£ai*T^ 

<o«g<b«B1ta££J5)c-f S. ^*u>s?X*Jfl*»6 

<ft»*3#i*. a2a>aB<b«BW#£B3M=&s-rs 

l*T?# ft IV, 

[0 0 7 3] $7<<7>hl*. SSL,fca- If 

flfflL ttBffia. XtfgS2<D«g<b«BBfl}f8S5S{*L 

[0 0 7 4] »— /<l*. T^-feXgSfcl-iSgL-T. 4tR 



<7-feXg3ftl**jEft7? tXt LT*§a£*tSo 
[0 0 7 5] *l*-C, &SflMB£ai*TttB 
1Wi*l»ftLT. mi0>SK<b*§IS1ffSa£?l3iL-C* 

So $e>i-. si$*ifcn a>«s<baRifta£ffli>-c 
f*u>»tntiffl:LT, m2<D«a<b«sita 

^UlLT^S. ^LT, ^©SiK*4tfcm2a)«a<b 
<D«S^b«RBW#i:it®ll^-rBCi:T?. 7^-bXS* 

^^-ttv hfitjES&aas*-*- «fr5*£aaf=aa 

-f 5 c: 5» SI^-Sfe-r^liT^-feX^liS 

«S*U p%*<-&Lftlt;KI*7$HzX^3RI*:T:iE7£ 
•fcX£LTSa£*t«. -*-ft:fc>*>* /<l*. Sta^ft 

■So 

[0 0 7 6] Jia?LfcJ:5l3> 71114(0 

hi*. aa«>ftBS»Lfc«Bfl:«BflN»*aMrr*:: 

fcTMfi©*^ 7> hl^^LTT^-feXffilS^S^lcS 
»-r-SC<t*<T?^-5e LA" Lft6<&, 7^-tX«E*I 
SLfcWv'fTi' hA<. aa<b«E««£/\— h* ■ 

air. m=#A</N-h* • -T-fX^^aSLfcy^lESA 

LfcMLt. ea<b«E«a§(**<aaiL-cL*?«:a 
A<fe-5o aaLfeaa. aH#icj:saBfl:«Ra«£ 

ffll*f=^IE7 ■feX^IUS'^'S d £ l*B3lti: ft oT 
[0 0 7 7] *^^a3m5 71£m8fl)fiiJ®IC'K«'tfffi^ 

a**i*» ^©*afta«tta«*a*fc*®-c*y» 

a BlbttBfllBO <fc 5 &8Bttfl!>Bi*BB £ 2 fteaa 

Bf=sattMA-r s:£$££«tst-r s> t or- & s. 

[0 0 7 8] *&m<D2 B«L ite-^ffj^i*. 

«5E-r-5^K<»lltS«9-VS>^#-rB@®l3S-^ < «fc 

a ft^ic j: o r m e> *m= ft ^ v & *> 5 . 
[0079] isa> 

«a*#*-*"***"cfcy» Bt^b-rsfcAicffl^fz® 
sai: s ca*ai.>ra#ft;«a*a#<b-r * w 
c*nc?=tL. ^Bsaa^scti*. -^©a-cet 
Lfea9ibffi*i*tt£aa-c U6^«#^b-e#ftt^<k 
i> -5 ttssi#-3 2 <@o>a(Da^--&t3i*Ta#<b-r 
-efey. -*©a«a- y=aAA<©eai=«i*-r-5 m 
saj tLTS^u ffi^©a^S3#i=-^ii-rs 
§aaj t L-cfflt^roA^-aw-efes. as.ii^aa* 
« i *r a#-fb-r s c 1 13 * o T©sa<7)Rif ^#ic©® x 
e^e^i-anrrsc So aaa^ai^ 

T«*tLfcl**aft*Ci:i:J:y. S«#l*^gB 

a u^r ^aa-r « - «t # « . 

[O 0 8 0] 

[$gB.E0>flJ£<&ff£Sg] *%^li. 03S.IS LAN (Loc 
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a I Area Network) N HDi 

l"*X hj I*. TCP/ IP(Transmissio 
n Control Protocol/Intern 
et Protocol) <D<fc O fcjJrSOSlS^n h3 

[008 1] A^S>#i*=J>fcr3.-^-r ><ftg*rF-e 

i*, *?s?x* h£««-rsi suta-a— tfx • 

x>7 hi:, h£g5fc-f-&1 8Lta>*5-r"7> 

h£*<*-y r-9- 2&gl3F:K, L^H>S r*:7i?x* h 

^§8**itl^JSHE'lf^^->X : rAWWW (Wo r I 
d Wide Web) T?l*, HTML (Hype r 
Text MarkupLanguage) }&itT?lEa 
**lf=/\-f /<— ^f^X h • *;?i?x* hi*, HTTP 

(Hyper Text Transfer Prot 
o c o I ) 7n i*z3Mz®.z>xm&ZHZo 

[0 0 8 2] =&^-^iJx^ Hi, URL (Uni for 
m Resource Locator) tWUXl&ffi 
S«Sfl)^?iJI-«feoT^-^i?x^ hffilH-h:(*-*l=ffi 

t? »as©« y i&^itjrr * tztbox^m x tb 

y, X4r- A* (^Ph^«) ://*Xh* (h> 
-f>«) h#^//«X* C77-OU*) J 

J&3ST?fE*&£:h.-S (S*0) o t^-iTS hi*, fiJrMOTH 
TTPt^if htiinURL^fc'HTTP^ 
•v-b— i?^2l«-rSCtlzJ:-oT, H T T p-0— /\*lz*t 
LT^-^i?x-& h^OT^-bX (t5Wt^vi5 h 

[oo8 3] c<D«fe5'&7j-^i?i^ h£fS±-ei*, 

7-f7>h(DHTTPt^vi^ hl=*fr-&T^-feX«l 
(SI* rflMMMU fl<l* rfr-f/«Uf4 (cap a 
bill t y) J fc^5»S-ClES6**t-5. «-£3-f7 
>hl*, »*WKI*, g»«a-1fi«cg#i:#4e 
*ifc«IRflW»**— /<-r<E*3%*'- tfx • ?r:?i?x? h 
CjiftSCiCJioT. jj-?$?x<7 h^©7?-teX*< 
HTTP^Dha^l*, ^r-f/^f'Jf-f 
^URLX^?U©*T'l2aLT, HTTP;*?*— S?i 

[oo8 4] *^-f7>H*, mmm***/**. 
i=, mwmizmmtfmzmmLXL-zot. mmmx-tb 
[oo8 5] &LTxistm-?s>&oiz^ *mwo>&nfef& 



lEfcT^-tzX^Smrf ^fettle, «8Srt§*P*fc«Rg 
DMB («*l*.-*»»IB^>fl!ffl»^ria«<i:if*l*lnLfc 

y, *?vx* ha>a{Mtn£a«bfettiBflm) £StS 
Bums s*i=a«-e*« «k a i=»k«k 

[0 O 8 6] 1 . mi (DHJte^flS 

Hi *stBa>sn ©nis»flii=«*»»3>ei 

I*, *IMNRI=-*AttH*MD*»B+* 

T7f *Xttn0>££&£H$5eR-*-&t>a>-<*fe«. 6i 

[0 0 8 7] •<>$—*y ha><fc3£*-"V h*7— 9 1 0 
-tlCl*, &H8t(D*X h*<TC P/ I Pjf$8£:rVCl^o 
*Xhtf>^SPI±, HTTPt^i^hSiitSHT 

TP-y— oo--efcy, taro-s&i*, /< 

l:«LTt7vif r-^<D7^-feX5SftS^7'f 7 
VhlOO, 2 0 0-tfc5. fcfc, -9— /<(D5H*(*, 
HTTP-y— /<• TZf*)>r— '>3>$^i&-r-SiRffl=i> 
ta- STJfcy, *5-f7>hl*. WWW77-5 

If&ifro^^-f T> h • T7*)T— isa^&msh-tzsi 

[0 0 8 8] 13 1 iC^rffyei*, HTTPU-A3O0 
14, " h t t p : //www3 0 0" $5UR LT?S£ 
WtrottS. HT.TPt- A3 0 0I*, 7£ 

4rX$IJffil^-?vx^ h3 0 1 t, #H§fH?3 9 1 ~3 9 
N-ej*£*i£>N<I0>HTT P^-^iJx^ h£f5r*L-CO 
•So #H T T P*:?vx£ h 3 9 1 ~3 9 
tl" h t t p : //www 3 00/object39 
I",--, " http: //www 3 O O/o b j e 
c t 3 9 N" &&UR LX7ji£1X& : t,<Dt-?&o ^fc, 
7*tX$)W^if K3 0 1I1 §HTTPt75 
x£ h3 9 1 ~3 9Nf=tt-r€.7£-teX^#£$W-r'& 
fcA<07J-^v5x^ hT-^So <1L, T^-bX$flffl!^-^^ 
x£h301l*, HTTPt7'/i^ h391~3 9N 

i: d c-y— /< 3 o o ±i=#3e-t S!&sj*j£>-r l t ^ < , 

0«jll*SiJ<D*X h (H^L^l^) ±l:#aLTHTTP 

[0 0 8 9] Grt^-lTls h 1 0 O-l*, =L— tf^^glj 

8L-Cl^£. 01 IC^-rW^I*, ^7-f7>HOO 
I*, tf1ff#" user i d 1 " i:/<Xr7— K" p a 
s swo r d 1 " ^^L"^^^-^. 
[0090] H T T P*-/«3 O 0©7^-bX$5St7 
-I?x£ h 3 0 1 I*, S-^^-fTV h 1 0 O-imt^a 
— tF1t$8£/*X'7— h*(Dffi^^1+ (u s e r i d 1 , 
passwordl), (userid2, passw 
ord2)-$ f/U7-KSISj («) tLTS 
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[0 0 9 1 ] J^mi&mmVlt. HTTP1. IWBas 
ic Authentication Scheme 
m*mffi.£) l=«EoTHTT P> Viz— i/*<3cft**t 
^^(©t-r-S. ffc^*.. f 7-<7>H 0 01*. KIT 
ir^-T <fc iftHTTP iJi?iX r- £$£fr-f S C i I- <fc 
U, HTTP*^i^H3 9 1l»GET^y7K5E 

[0092] 
[Si] 

GET /object391 HTTP/1. 1 
Authorization: Basic auth 
data 

[O093] IU " auth data" I*, 3.— I^lf 
fg£/<;*'7— K£jgSSLf=tf-:/ h$Uu s e ridl:p 
asswordl£. 3tfr<D&l*b a s e 6 4X>n — 

■5" base64" £ I*. MIME (Mu I t i pur 
pose Internet Mail Extens 
ions) ^fiJfflLfctt^^— ^©5Stt'77'-'OUro## 

;t77'< , y r-^p&^&ifroA S C I I (Ame r i c a 
n Standard Code for Infor 
mat ion Interchange) a — 

[0094] O^JT^VI 004^7'f7> 

r-aooizttBBttffi^sia-r-sii^^^J^tor, *s? 
[0095] *tKiiMBi±. &LT0)&mm&%tt : &m-e 
(D*ffi£*tisiit?8i^A/-e^T4,<fc^) „ 

[0 0 9 6] • *:7vx? r-€0)9lJ 

[0097] i? 7 ^7i'Hoo4< t ^-fr 

>h2 0 0(cT^-bXliiS^S^[-r-5fcAI=. K*T<B* 
mffimX^Mc a p a b i I i t y 1 $±l$.Ltzft 

[0 0 9 8] 
[»2] 

(C/object391). ((ST), Apr:24: 10:00:48: 1999:Gff, 
Apr:25:10:00:48:l»9:ai0 

[0 0 9 9] ±IH<D«IS1»®X^JI*» " /o b j e c 
1391" t-g^HTTPt7'/if h3 9 1 1=2* 
Lt, GET>V7K«)^ 999^04 
£ 2 4 H 1 0B$0#4 8fJ>fr t> 1 9 9 9#©4fl2 5 B 

i ob#o#4 8&o>mt~rtm?rTz>zt<DX'$&mm& 
[oioo] ^mmmx-it. v^^r-s k 2 o 01*. h 



TTP*- /\'3 0 0©^«ttt5fc^ *^i?x^ 

&«cl*. t?vi9 h* t Lt U R Lf ©yp-/^ 
S^iJ^Sffll^ C £ 1= «fc y . tgao H T T P-tr— /«D* 
^ S? x * h £ fgSU-r S <fc 5 1- L T t * IV 

[0101] SfeL^t?. 7"> h 1 0 01*. COSP 

1^8c a p a b i I i t y 1 LTfBSg1t$8<S: LT© 
p a s swo r d 1 ^JllS^&t'y hit$£LT. 
— 2j RltxHSfcM D (Message Digest) $ 
SfflLT. BTFI::ip-r«a<b«E1fff8c a p a b i I i 
tyMDI 

[0 10 2] 

[&3] 

MD(((/object), (GET),Apr:24:10:00:48:1999:G¥r, 
Apr:25: 10:00:48: 1999:(3fl)4passwordl) 

[oi o 3] -^iRjttHstMDi*. temmzntthzzt 

fcA^t. »®ffiffip a s swo r d 1 £*fl&fcl*m3 
#jb<«g<b«RB1f #8 capabi I i tyMDI 

[0 1 O 4] afctvC. ^7-f7> h 1 O 01*. &ts.<t 

• user i d 1 ( tFttSi) 

• capabi I i t y 1 (*tK1f ^) 

• c a p a b i I i t y MO 1 (^S'fbHS'lff^) 
fre>tZ&mm&. te<0^^Y7>h2 0 0l=«Lr5l« 

■r<&o 

[0 1 0 5] Kl-K&^fccfc 51^ $B©*t&p a s s w o 
r d 1 £»t>fcl*§S3% (?^-<T> K2 O 0£^ifc) 
I*, &S<bltEtimc a p a b I I i tyMDI 
^■5 C I \> LfcAbt, f 7-<7>H OO 

I*. tt©^7-f7^h2 0 0i:SLt, HTTPt?5 

i7h39i i-»-r^r^-trx«tK$s±«=sig-r4c 

[0 10 6] 1til5. ±iao1t«^g«Lfc^7-1'T> h 
2001*. 77-f7^H 0 O (OftMt L"C. HTTP 

?f-^i?x<7 1-391 icT^-fex-r^-y— t'xjgfiit 

So 

[0107] ^7^7>h2 0 0li, HTTPt^/i 
? h3 9 1 |z7<7-feX-rSfcAI-l*. 4>&< tblZLTO) 
mmZttW** y-b— i?SHTT P-9— A300IC2! 

[0 108] • ^vx* 

• * V V K* 

• ttRlfttt 

• *tKti?S8<D.* -v-fe— ✓ • 94 vx* h 
[0109] *^J£^|-r*l*. iaTlc*-r«fc5'Ecg*^ 
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Co 1,1 o] 

GET /object391 HTTP/1. 1 
Authorization: Capabi I ity 
c a p 1 

[o ill] ::t% X^Jc a p 1 1*, jl— *f%tm 

£ffil>TS$£LT. &?f<Dti:l*b a s e 6 4X>zi- K 

[0112] H T T P1f-/^3 0 0079 tXHat^ 
vx£ h3 0 1lt -bIB0>g*y ^-tr— ^*(DA u t h 
o r i z a t i o n?-<— ;UK^C>* £TFa>m#8£S*y 

[0 113] £*>|C. 7£irXfrJffl);*-:?^x? K3 0 1 

'JXA1 (@2S#I(D^i:) ^H?r-rSC^IzJ:o 
*7^7>h2 0 0/)<HTTPt^vxi; h3 9 1 

[0 1 1 4] T;U=T'JXA1 : 

(X^f^^l ) Author izat ion ~?4—J\s K 
fr^tttiJ LfcJi— u s e r i d £^<5o 

[0 115] Author izat io 

n^-f— ;i/K^t>4SaiLfcffiK1t«$c a p a b i I i . 
t y^tSo 

[0 1 1 6] (X7-vZf3) Author izat io 

^iXh^capab i I i tyMD^f^o 
[0 117] (Xt-^^4) u s e r i dlzffl^-T&A 

£>S&f#£*tfc:'*xr7 — password 5o i& 

^-TT> K2 0 Ofr b<D^5fc/ ^-b— vli^iE7£-trX 
T?&StLT, $7^iUXA^7tSc 
[0 1 1 8] (X^f^^S) HKtfSSc a p a b i I i 
t y <hffiS1t^P a s s wo r dt$t*'> hieLt, 

-yjfa&M&Mo&mm u -ea>$sm£ digest^ 

[0 119] (X^f ^ :?6) digest^ g3fc* *V 
-b— vd^ftS capcabi I i tyM D tibSt"^ 
So P5#^L<^l^^^l*. ^>T7>h200fr 
yfe— ixl*^jE7*-feX-efc££ Lt, *T 

[0120] (X*T'V^7) A u t o r izat ion 
^-r— ;U Kfr&IkU ti3 3F+lfcc a p a b i I ity £31 



(Z. ^*<7>h2 0 0a<g#-f3* V* K (?t£t>*> 

capabi I it y T:W pJ . 
Bj£;hTl>a©BrtT-fc*U*. IES£i:7*-feX-efcS£ 
[0121] TJUrf 'JXAl £§l?TLfc«Sg. IES7* 
S/x£h3 0.1tt« HTTPt?yxi?h391l:SL 

[0122] gi3[ci*. *mmi&mzt$^T. o^^t 

>h1 00. {77«<7>h200ai;HTTP^3 
0 OFRl"e|gft$ttS h5>1f* ya >£0<6LTI>3 O 

[0123] h^>if^*>a>(D|trg<t It, 0=?4T 

>h100lt H T T P1^-/^3 O OlzatST* tX 
07*O>h tit, ZL— tf«tff*T us 

e r i d 1 " t/^X 1 ? — K" passwordl" 
ItLri^t^ir-rSo HTT P-tr— /<3 O OCD 

T^-bX«»3j-^i^ h301lt §^7^7>h1 

0 O-lrol^TCOJL— Iflt^t/^X^— K(&*§#^*>1* 
(use r i d1, password1) , (use r 

1 d 2, p a s s wo r d 2) — £ KSS 

[0124].^7^7>MOOIt HTTPt?vi 
£ h3 9 i ^a>7£-trxizHU ^^-TT>h200(Z 
^XT*,cfclvftfB1ft«c a p a b i I i t y 1 £fEj£"t 
5 (TrD, 

[0 12 5] #U-e. *^-<7>M 0 01*. <SK1fffi 
capabi I i t y 1 <D&*>lzga<&t&S1tffip a s 
sword1?t> HUftLfctf? h^J(C-^[o)ttli» 
MDSIfflLt, ifcKflsttlSlflfgc a p a b i I i t y 
MD 1 ^ff^-TS (T r 2) o 

[0126] ^t?. ^-rri/hi ooi*. j.— tf« 

Suseridl IBttfffic a p a b i I i t y 1 . 
&lf%mit&VSiffimc a pa b i I i tyMD1f?7 
<7>h200 icSlffi-T 5> C £ V. T<7 -t:X4iRI£££ 
I3g«-r§ (T r 3) o 
[0 12 7] 7*-feX«K£Si8£jh,fc*7-r7> K2 
001*. H T T Pit-/N*3 0 0 ICW LT H T T P t ?V 
x£ K3 9 1 ^(D7$-feX^3}c£3Mrf £ (T r 4) o 
C(D7^:tX®5}clClct, ^7-f7>h1 0 OCDZL— +P« 
u s e r i d 1 . 4fiR&W$i capabi I i ty1, S 

v%m<tmmffim c a P a b i i i t y md i £^«-r 

So 

[0128] HTTP+^/<3 00<D7£-feX$fltS)3i-:? 
5ii?h301lt ^7^7>h2000)7^izXS$ 
(DIE^tt^^liE-rS (T r 5) o KttEEl** ±^<D7 




[o i 2 9] &m&mi)<FS&)mizs&7 Ltzm-kizit. t 

■5 (T r 6) „ *ym<*»lCl*, »*Sih.Tl»** V-V 

K (0«*.l*"GET> V>> K) £jgiS-f3o 

[0 13 0] 2. m2(DHJS»SI^L^t?, #Se$a>g5 2 

(ommmmi-^xisim-r^o mzmm^mit. Jtts 
izmm-simx'&Zo %2<»nmi&mit. mmmmiz-u 
w& i @ rb y ffiffl-r s &^£Sicu§-«Hb l. r ^ y a y -r 

■5. 

[0131] *HJS»lll=fet<T. H T T P+r— /*3 0 
01*, " h t t p : //www 3 O O" fc&UR Lt?S 
S*L-5ta><b-f S„ £fc, HTTPt-A3 0 0li> 7 
t-bXMW*-?**? H301i. #JS§#3 9 1 ~3 
9Nti*WNl©HTTPt?vif h^HfWLT 
=&H T T P^"^i?x^7 K3 9 1 ~3 9 Nlt^tl? 
tl" h t t p : //www 3 O O/o b j e c t 3 9 
1 " , " http: //www 3 O O/o b j e 
c t 39N" )SI>URL1?S*i|l4t.roi:tli. 

[0 13 2] 7^tX*K9*^i/i^ K3 0 1I*, #H 
TTPt?'/i^ h 3 9 1 — 3 9 NI=»tf-S7*-feXJI 

X$W;*-:?i?x<7 K3 O 1 I*. HTTPt^/if K3 
9 1 -3 9N&I3C-0— /i3 0 0±C#ttt5!&Stt^ 

lthtt p-y— /<3 o ofrzmmmzwvitiztixffi 

[0 13 3] ^7^7> h 1 OO-li, a.— tf£M#J 
nffigfca.— tf1f$J£. ©S1Wfii:LT<D/<X9-K^« 
SLTl^o ^7^7>MOOIt i— 9=^" us 
e r i d 1 " i/^X? — K" passwordl" 

[0 13 4] H TT P^-/\*3 O 0(07* tXSit? 
S?x? S3 0 1 I*, Get^^Tls h 1 O O-lcH-f S3. 
— tfttffit/^xr7— K0)iffl^-&^1± (userldl, 
passwordl), ( u s e r i d 2 , passw 
ord2) r/U-3-Ktiaj (<Ef*)£l,-C« 

[O 1 3 5] *^t£ff£fi§T?l*, HTTP1. 1(&Dig 
est Authentication Scheme 

(g*gE&) l:ffioTHTTP/»;t-/*<5a$ft 
SttDi-TSo "T'Sih*., f 7-f7>H OOI*. KIT 
Ic^f <fc 5fcH T T P 'J -^IX r-^^-r^Cirlc* 
y, H T T P t^y h 3 9 1 OG E T ^ V ^ KJg 

[0 13 6] 
[»5] 



4#gfi2 O O 1 - 1 O 1 O 5 4 




GET /object391 HTTP/1. 1 

Authorization: Digest dig 
est— . response 

[Ol 37] 1U " d i g e s t - r e s p o n s 

e" i*. HTTPi. i om&iz&-3&±m.ztitzmm. 

[O 1 3 8] Sfcl^T*, ^7^7>h1 0 Ojb^^-f 7> 
K2 0 0rz«EBltffi$SiS^--5ii^*«illctoT. *5S 

[Ol 3 9] SKlffS!*, GTF0>&|(#f£d&:fc4WC 
[OHOlt 7T7i>3L<7 h*(D5lJ 

[0 1 4 1] c:t\ ^7-f7>HOOA<, ^7-f7 
>r-2 0 0l=T^-feX«K^®»-TSfcit)l=. fclTOTfil 
IS1f ffiX^5U c a p a b i I i t y 1 ^^fiELfcfT 

So 

[0 1 4 2] 
[«6] 

( (/object39D, (GEO , Apr:24: 10:00:48: 1999:OIT, 
Apr:25: 10:00:48:1999:010 

[0 14 3] ±1H0)*IS1W^S:^5IJI*. " /o b j e c 
t 3 9 1 " 7i$WHTT P^^i?x-J7 r-3 9 1 tC*f 
LT, QET>V7KO**, ttf^Bf-C 1 9 9 9 *F0> 4 
^2401 0B#0#4 8»*Mb 1 9 9 9 4 £ 2 5 B 

i ob#o#4 8&<Dmt£ifm?Ti-z>z£<Dx>2zmm& 

[O 1 4 4] *HJ£0IJT?I*. ^7'f7>H2O0lt, H 
TT P-y— /*3 0 0<Dft$tiML£-t&tzit>. 

h*t Lr-y— /<rt-eo)*?tia>^$i!?ya5. <iu - 

Mar?£m*«c£i::J:tL «Sl©HTTP1r-/<©t 

[0 1 4 5] ^T?. ^7-f7>M 001*. COMtK 
HMSc a p a b i I i t y 1 l=*J LX&^mmt LX<D 
passwordl £ SH^W^St^ £ t* v ha®LT\ 
— ^|S]1±HSStM D (Message Digest) £ 
SfflLt, JaTI=^-r«S<b4t©1tSc a p a b i I i 
t y MD 1 3. 

[0 1 4 6] 

[&7] 

MD(((/object). ((2D, Apr:24: 10:00:48: 1999:Qrr, 
Apr:25: 10:00:48: 1999:CSf04passwordl) 

[0 14 7] -7jlS]1xHaMDI*. &M&$*.A&Z£ 



(17) 



<f#H2 0 0 1 -1 O 1 O 5 4 



tztf-z>T. ©!Btff#P a s s w o r d 1 £$B£fc:l^3 
%jWSK<bttRB1f*fic a p a b i I i t y MD 1 

[0 1 4 8] Xl^Vs ^7-f7>h1 0 0 li. t 

• u s e r i d 1 (i— If'tWSg) 

• capabi I ityl MIIBffiffi) 

• capabi I ityMDI (SglbttEBIf $S) 
^b*5«8?, flM>*^7:/h2 0 0lC»LT»« 

[ 0 1 4 9] mz&<<t-J: 5 f#S1f *B p a 8 s w o 
r d 1 £Sn*fcl*®3# (^7^7>h200$^fc) 
I*. «S^b«K1fSc apabi I ityMDI 
^5Z£*<-e£fc^o Lfctfot, ^7^7>M00 
teW^-fT^ h2 OOIZ^LT. HTTPt^i/ 



[0 15 0] {ft*. JilB<^«SSSfttfc<7^-fT>h 
-2001*. £5-f"7^M OOCDftS^LT. HTTP 

[0151] ^7-f7>h200lt HTT Pt?yi 

* h3 9 1 fcT^-fex-rsfc^ic. s-r. isltkism-j: 

t/-b-J?*HTT P-tf— /*3 0 OlCiJUt^So 
[0 15 2] 
[«8] 

GET /object391 HTTP1. 1 
[0 15 3] C(D«^ v-b— 
^3Ml/Cl^£l>*:tf>. HTTPt-/^3 0 0lt JsTF<D 
<fc5ftJfc»* 7t-y$i?7>f7> h2 0 Olzi£{rT 

So 

[0 15 4] 
[»9] 



HTTP/1. 1 401 Unauthorized 
WWW-Aiithenticate: Capability 

realiiF^privateQfujixeTox. co. jjf, 

qqpF^auth, auth-int*, 

nance=^)a093dar^ 

opaque^a9f0171e7f40e415aa951069a403ecaT 



[0 1 5 5] ±ISCD5*>s noncelCttA*W-X? 
*IJIi. r^-vu>v>- L/XTt^X^fiEJ ^fr^fctfXD 



nonce ^ftBlbttBlftttc apabi I 
i t y MD 1 t&tz v bmmLtz-X^&HD* vil— S? ■ 

[0 15 7] 
»10] 



[01 56] 0=y^T> K2 0 Of*. <!:t5^ U 

MD("0a093dad98cl IdOf 6(K)cf c7102dd2f 0e8c w +capabili tyMDl) 



[0 15 8] ^-CDffiCDjC^JtS^l^a^-rScfc [0 15 9] 

3l=LT*"*l\i HTTP/1. 1(Dcfc-5lCJU [81 1] 

Ta>5££ft-»LT4,«fcOo 

MDOflKuseridl pri vateGfu j ixerox. ca jp 



capabil ityMDI) 



4tx>nce ": w cnonce qcp 



MD(GET Vobject391")) 



[0 16 0] ±EOttff«aS responseltf 
So ^7-f7»200tt, HTTPt?Vx5h39 



V$HTT Pf-^3 0 0(c2im-rSo 
[0161] 
[«1 2] 



(18) 



4#g§2 0 0 1 -1 0 1 0 5 4 



GET /object391 HTIF/1. 1 
Authorization: Capability 

usemame=useridl 

realiiF^paxn^te^ j ixerox. ca 

uri=^/<*ject39r, 

qop=auth, 

hcfOOOOOOOI, 

cnonce=^lbce^r, 

capability=capabilityl, 

response =r respoasel, 

opaque^a9f0171e7f4(^ 



[0 162] HTT P-y— A3 0 0 0>T<7*Z*ftlffl*7 
zsnV h3 O 1 Its ±ia<7>^3R> i/*(DA u t h 

o r i z a t i o n ^7 < — Wbs Off 36ft U 

• mmmm 

[0163] T^-trX©JfflI^^V^^ H3 0 1 

(g|4ft#Bg<DZt) ^ft-TSCillZ^o 
T> ^7^7>h2 00*<HTTPt^vx^h3 9 1 

[O 1 6 4] 7^iUXA2 : 

(X^ry^l 1) Authorization 3> — )l 
KfrfettULfci— tf*ft u s e r i d irt^o 
[0 1 6 5] (^t^V^I 2)Authorizati 

0 n :7*<— ;U Kfr£ttfciJLf::*K1f$8ft c a p a b i I 

1 t y <t-T5o 

[O 1 6 6] {7s z rv'J^ 3)Authorizati 

^yiXhSr esponseitSo 

[0 16 7] (Xt^^I 4) ?^-<T>h2 0 0lZi£ 
dLfc> Vt- vtOn once "7>f — K^ISn o 
n c e 1 £*3"<5o 

[0 1 6 8] (X^^^l 5) u s e r i d IC^I^S 

^f>ffi^**ifc/<X7— Kftp a s swo r d & 0 

0=y^T^ h 2 0 0frt>(Dg3R> ?-fe— 5>l*^IE70-fe 

[0 16 9] Uf7?1 6) -^[S)14Haa>filMD 
(noncel + MD(capability + 
password)) ftttff U ttJHSSft dige 

s t (ttl» c 

[0 1 7 0] (Xf »y^1 7) digestftresp 



[0 1 7 1] (X^rvZfl 8) capabi I ityf 
SIC. ^7^7>h200^I«f5/V^ K (-Tfcfr 

3fc;b<c a p a b i I i t y ^1*^ I* * fctt 

feSd:LT*7;^UXAS«7t5o 
[0 1 7 2] T;U^UXA2*»ff Lfc«*. 3ES§7*. 

5?i*h3"0 1lt, HTTPt^yx^ h391l:ai 
TG E T ^ V * KftiBiWS * *-fe— i**»flW*. 

[O 1 7 3] H5(CI*. *Mfc»ttlCfcl*T* 7 
>h100 s ^7^7>K200ayHTTP-9-/^3 
0 0lB-e*ff**i* h5>tF^S/3>*H»Lrt^*. 
BIT. HH*#IHL>5:*<&ittB9-r*o 

[0 17 4] h^>if^i/a XOIIftti Lt, ^77^7 
>M00(t HTTP*-/<300l:»t47*-bX 
OT*«»h (HJH*Xft) fit, i— 1f««" us 
e r id1" K" passwordl" ftS 

&LTl^t,<D£-f £ 0 HTTPt-A3 0 00) 

7^*X»IW*^S?x^ h3 0 1 14, ^7-<7>Kl 
0 0— icoi^rflDJ-— v c 1f*S<b:/*X r 7 — KOfflA^fri* 

( u s e r i d 1 , passwordl), (user 

id 2, password2) —ft — KgS 

[0175] {?7'<7yh100lt HTT Pifr^S/x 
<7 h3 9 1 ^(DT^-feXlCliU. ^-<7>h200(Z 
^ttcfcL^Mc a p a b i I i t y 1 ftfEjfrT 
6(Tr11), 

[0 17 6] *1>T% ^7-f7>h1 0 0I1 ttKflftR 
capabi I i t y 1 <7>&*>lC g B<D$Bg<tf 4 P a s 
swo r d 1 fttf-v hlfiLfce^ hMI=-*filttl8ft 
MDSSffiLt, «a<b«[EWffic a p a b i I i t y 
MD 1 ftfEJ$-r§ (T r 1 2) o 

[0 1 7 7] *L*"C* ^7^7>hl 0 0 1*. ZL— 1f1f 



(19) 



^mzOO 1 -1 O 1 05 4 



?8u s e r i d 1 &«RB1ffAc a p a b i I i t y 1 . 
&imS<bftlStif$fic a p a b i I i t yMD 1 

izmmrz (t r i 3) . 

[0 17 8] T^-bXffiRBSSIi**Lfc^^>rT> h2 
001*. HTTP1t-/^3 00l:»LtHTTPt?y 
i'^h3 9 1 ^<DT?-feX^3fc£i£frr& (T r 1 
4) o 

[0179] m7<7**&mz\twm z r--*tf'£&frx 

ixfclVDt?. H T T Pf-/<3 0 00)7^ -fe^Sli* 7 
vx£ K3 0 1lt f-VL/>vX^ln one e&^A, 
*;/-tr-v£3i{I-f S (Trl5) e 

[0180] ^7-<7>h200lt U>vX?9J 
none e <t ftgttttEfSIS c a p a b i 1 i t y MD 
1 HMSLfcfcf* h9J0M ^-fe — S? ■ 4T-f vxX 

hresponse £r£j£^-S (T r 1 6) 0 

[0 18 1] -t Lt, ^7^f7>h200li, &*>T. 
HTT P*— /<3 OOCSLtHTT P3j-^S/x£ h3 
9 1 ^©7£-feXK*£3aMrr* (T r 1 7) • -0)7 
£-feX»#lwl4* ^7-f7>HOOOa-f«use 
r i d 1 . «BfB«c a p a b i I i t y 1 . V 
-fe— £/ - tfj v*xX h r e s p o n s e 2r Stt^-So 

[0182] HTT P*-/<3 0 0(D79*XMlBlt 7 
i/ii? h3 0 1lis ^7^7>h2 0 0(^7^i:XlS 
<DJE%&$&U-?Z> (T r 1 8) o KttEl*. ±i£0>7 
;urf'jXAl (B4*#JH0>c:i:) A^^f £«k3#Jl 

[0 18 3] MEfMtfdUMltcftT Lfcii^lcl4 % T 
^xast^vi^ K3 0 1 l*7^-feXS*$SIt 
5 (T r 1 9) o *yJH*ttKI** ^*3?+tTlN^)> V 
K («?tliQET>V-;K) 5filt?)c 

[0184] 3. m3<Dmmmm 
&ivt?. *»wcDm3(Dll^s^^col^rli^^-r*o m 

HJSJJ2HI4. ±ia^mi St/«2'<DHSS«ffii:l*«« 
^-r5ta>*efe^o JUTI^?-09-ei4. *4ffc0t^@#5S 

[o i 8 s] *mmj&mizt$i*x. http»-/«o 

014. " http : //www 3 0 O" ^SURLtg 
S+LSt^^-r-Sc $fc, HTTP1f-n # 3 0 0lt T 
^tXt!8t^5x^ h3 0 1 #K8fH§"3 9 1- 3 
9NT'^*^5Ni0HTTPt?yx* hJ0TtLt 
l%3 0 §HTTP«vii7 h3 9 1 ~3 9 
tl" h t t p : //www 300/object39 
1 w , •■, w h t t p : //www 3 0 O/o b j e 



c t 39N" £&URL-CiF$*v5*i<D£-rSo 
[0 18 6] 7^^f!f9t?vi5 h3 O 1 I*. 3-H 
TTP^yi? h39 1 -3 9N(r*tr57£-feXg 
#£$W^£fc#<7)*^x$ hT-fcSo <IU T^-tr 
X«|»*-^S/x^ h3 O 1 14. HTTPt?yin3 
91-39Ntf^ 3 O 0 ±|cSa-T 5ifc^l4i& 

-fL*&<. 0«;U4&J<D*x h (a^Lfcl>) Jtl::*ME 
LtHTT PU" — /^3 o o^&SPiMlca?i;ai*+tT3T 

scdt <? -tr Aassn-r * * r> iz it t * i\> 

[0 18 7] #^^>TT> hi 0 0-f4. a.— !f**JH 
RT**i— »SB1ft«i: Lra)/5X^- K£« 
J#LTl><5 0 £^-<7>h1 0 014. :x— 1f1f#r u s 
e r idl" fc/U9- K" passwordl" 

[0 18 8] HTT Pit— /<3 O OOTZ'bT.fiiffl*'? 
vx<7 h3 0 1 (4. ^7-f7> hi OO-IC^-TS^L 
— tfltffit/^X^— Ka>tt*«*># (u s e r i d 1 , 
passwordl), ( u s e r i d 2 , passw 

0 r d 2) •£ r/*X^- K^SSJ (iE«0 <t LT« 

[0 18 9] 7»tX«W^i» h3 0 1 

14. ^^vx<7 M:atS7*tXftiJ4^7^ 
7> h ■ tPl^-T* r>r-</*t: 'Jt^ (c a p a b 

1 i i t y) j ss&lti^o w/<e»jf-f £i4. 

7*-t:X#J®^ hlT?0X (M) SftSt^^- 

vx* hlc«LTlt^$ttfc^«i®^iaaLfr1ff«'T: 

[0 1 90] §^7^7> hi 00 •••14. HTT P"9"— 
/*3 0 Olzfcf LtgS0)a- tFfil#8£/*X'7- K5ti^ 

^^%«E1fffi(0®HWeH T T P*Z?Z>*<7 h 3 9 1 

[0 1 9 1 ] *HJ6J&ffi-CI4. HTT PI. lOBas 
ic Authentication Scheme 

m*mm&) i^ot h t t p > ^•b-v^$*i 

&i<Df?Z>o "T^t5*>. ^7>TT>h1 0 014. UTF 
H^t^7^HTT P U^iX h£$£fr-f SC^lCcfc 
y. HTTPt?yi^ h3 9 1(DGET>VvF5g 

[0 19 2] 
[ft 13] 

GET /object391 HTTP/1. 1 
Authorization: Basic auth 
data 

[ 0 1 9 3 ] {I L. " a u t h d a t a " 14. JL— +F«tf 
ai/U9-KJieifct*'V h5«u s e r i d 1 : p 
asswordl£. StfftD^ b ase64X>zi — 

[0 1 9 4] ^7-<7>h1 00^7-<7> 



(20) 
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10 1 9 5] «&<f$fil*, KlTOS-Wfi^tJX^J-e 
(&»ffi£«iS««(c#A/-ei*-C4,<*:^) o 

• W K*<D$1J 

• 7 BBS 

[0196] i?7'f7VH 006<, <P=7^(T 

>h2 0 0l-T^-feXftlS^Si»-r^)fc«)l=. KTF0>« 
BSIS^X^JU c a p a b i I i t y 1 ^^fifeLfct-T 

-5. 
[0 19 7] 
[»1 4] 

(C/object391), (GET). Apr:24: 10:00:48: 1999:Ofr, 
Apr:25: 10:00:48: 1999:QfO 

[0 19 8] ±iaro*©'IS#S:? : 5iJii. " /o b j e c 

t 3 9 1 " Ug^WHTTPt^i^ h3 9 1 l=*t 
LTTs GET^V'y \r<Dfr&. iS^fi#t? 1 9 9 9 *F<B 4 
^2401 0B#0#4 8fJ>^£ 1 9 9 9 %-<D 4 2 5 a 

1 0B#0»4 88xD^y£«tHft-r^-i:fl)-e^-i.ffifiJ$ 

[0 1 9 9] *mnWX'lt. •>^-fT>K2 0 0li. H 
T T Pt- /\'3 O 0©fr$*tttt5fc«!), t7"yi5 

flftl-l*. h«i:LTURLSfflyp-/iynS: 
t&»JiF-£SH*-5 Cilery. ga©HTTP^-/<©* 

#d 

JfeC^-C, ^7-f7>h1 OOI1 iBfOaSlffpas 
swo r d 1 £ffH*T^<D*t[Eraffic a p a b i I i t 
y 1 £B&"SHbLTs ElT(=*-r«S-fb«S^c a p a 
b i I i t y C R 1 ^^JiEt'So 

[0 2 0 0] 

[«1 5] 

CSYPT(( (/object), (GEO, Apr: 24: 10:00:48: 1999:Oir, 
Apr:25: 10:00:48:1999:GMD, passnordl) 
[0 20 1] ±l2<D5^Bt#<b§i»CRY PTIi. 0"J*. 
1 DES (Data Encryption Sta 
ndard)^>RC2. RC4, RC54 i£<7)&&<Dtt 
8i@Bt#^*«^-5C<tA<T?^^o DEStli, *BBt 

So 811*5 6 e-y KOBSS (8 e-y h<D/*'JT--f • t* 

^C>4 8 e-y r-g(Dgt£l 6<IfE y. -€-05£l$ffioT 
5 4 e-y KSI-ttl+fc^— £ • ^D-y^$1 6ls]f£ltfR 

[0 2 0 2] RC2, RC4atfRC5lt *R 



T?fc&« C0)5*>* RC 2li^P-y^SI--r— S £B§# 

^b-r-s^p-v^fft-^r-fcy, bi^@<ds* £ni£u:-<?# 

■5. RC4I* rxhU-AIj t^Bg^S^Sffl-T 
So RC5l*@fi. =r—$ • -Jnv'7&t tl-oT^COBi 
^SCT'feSo 

[0203] teCD^&'WSSC:** LT C0> «fe 5 fcflg-^bH 
aCRYPTSIffltSCtCkot, *&Sti!$8pas 
swo r d 1 £*nt>fcl*SS3#JWSg'lbf§K'lt3Sc a p 
abi I i t yCRI £li83Mci&S-r£C£l*-C£fc 
l\> 

[0 2 0 4] Jfcl^T?. ? 7 -< 7" > t- 1 00 1*. 4>fc< t 

• u s e r i d 1 (a.— IfltS) 

• capabilityCRI (SSlb^KWfS) 
fr&&SitMS£. •teO)^5-<T>h2 0 0l=:»LT2l« 
-f So 

[O 2 0 5] Kl=a^<fc«fe5l=. *&©ffi&P a s swo 
r d 1 $fiJ&JoCt^3# (v7-f7>h2 00jtt-) 
I*. t£g<(b^RB1»#Sc apabilityCRI £3lS 
-TSCtA^^'SL^. LfcA'ot, 57-f7>h100 
I*, 1feO>$ i 7-fT> h 2 0 OlcttLT. HTTPt^v 

[0 2 0 6] iiaroiss^sftufc^^-rr^ h 

2O0I*. 0 =y -i T > r- 1 0 0©ftSi: Lt, HTTP 

^3fi;x<7 h39i fx^sett 
*• 

[0207] <7^-f7> h 2 0 01*. HTTPt7yi 

• h3 9 1 IzT^-feX-rS I*. t=tJilT<D 
■tSffi$^i?S*^ v-fe-i?* HTT Pt-/<3 o oca 
{f-TSo 

[0 2 0 8] • *:?vx* h* 

• y V -y K* 

• nt#<b**tfciti8wa 

[0209] *m&mx-it. GiTCvrj^ftK*;*? 

■Is— S?*»r*. 
[0 2 10] 
[SSI 6] 

GET /objecf391 HTTP/1. 1 
Author ization: Capabi t i ty 
c a p 1 

[0 2 1 1 ] ZZV. X^&lc a p 1 IJ, zl— tfztm 

fcl^b a s e 6 41^3- K2£ (!*&) t?X>3— KL 

[0 2 1 2] HTTPt- /<3 0 OajT^-fe^frJ©*:? 
vx? h 3 0 1 li, Jii2(DM*> •yb-v*©A u t h 
o r i z a t i o n V -f — JV KfrS., JilT<7>ffi®£ IS l J 
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m-r. 

[0 2 13] £*>\Z S 7^txa»t^i9 K3 0 1 
lis ffiyffiLfcC*tt,0)1S^$S^. )$lTi:fvt7;Hi 

r; i7,7>f7>h2 00*<HTTPt?yx*h3 9 1 
[0 2 14] 7^3'UXA3 : 

(X-r^^2 1) Author izatio n :?-<— Jl/ 
Kfr*=>i4tti Lfci— u s e r i d t^t^o 
[0 2 1 5] (Xf^?2 2) Author izatf 

0 n — )\> K^t>attiLfcBt^b*Hfc*tES l ttai5c 
a p a b i I it yCRttSo 

[0 2 1 6] (X^^^2 3) user i d iC^Sf^ 

^^©tt^JKfc/^^ 1 ^— K* password t.~t^o 

^7^7V K2 0 0frS><&S5M ?-fe— i?lt^jET^-t2 

[0 2 17] (Xf*^2 4) Bt-5-<t**Lfc*RB1»*c 
apab i I i tyCR$, S&SfltSl password 
£ffll*Tm-SHt-r<5o fi-SHb«£g£c a p a b i l it 

[0 2 18] (X^^3f2 5) «^b**tfc«IBlil«c 
apab i I i t y7^)<iELt^X^llJ^3IlJorl^S)b^5 
fr$pm-?Z>o IEL<&l>*g^l3|*. ^7^7>h20 
Ofr £>0>g3fc;* ^-fe— vl*^iET^-feX-efc^<t It, 

[0 2 19] (Xf^?2 6) m-^b$*tfcc apab 

1 I i t y£SC:. ^7^7>h2 0 0A<I*t5^V 

^7tS 0 g3R*<c a p a b i I i ty -C^FPl^tt^l^ 

[0 2 2 0] T>U3UXA3^H?rLfc^s 
i/i{7h3 0 1lt HTTPt^vi? K3 9 1 IC^L 

t g e t > v *v K£®«rts> 

[02 2 1 ] @7|Z{^ ^HJgfl^lZfcl^T. ^7^7 
>hlOO. ^7-<7>h200Si;HTTPit-/N*3 
00RH-C^T$*t<5 h7>1f^va>JiSLtt^o 
JUT. f^@£#f!8Lfe*<*IftET£o 

[022 2] h=?>+f<7 vaXDflltLT, ^7^7 
>MOOI*. H T T P"9" — 3 0 0 \Z r &~$"%>~7 9 tX 



e r i d 1 " t/U9- K" password!" 
^Lri>-5t(Difr-6o H T T P"9" — /^3 0 0 0} 

7>"bX«IW^5z> h3 0 1 I*. ^7^7>h1 

0 O-troiNT^^L-lflta^/^X^— K0>ffl^*7-y: 
(useridl, passwordl), (user 

1 d 2, password2) r/U9- KSS 

[0223] ^7-<7>h100lt HTTPt^x 
^ h3 9 1^0)7^-feXlcHU ^7-<7>h200IZ 
4^tt Javft&fltffic a p a b i I i t y 1 
£ (T r 2 1 ) o 

[0 2 2 4] ^^-<T> h 1 O Olt gBCD© 

©1»$Sp asswordl £ffll^T*iEif £8 c apab 

i I i t y 1 £0§#<bL-C\ £K<b«©fit#Rc apab 

i I i tyCRI ^frfS.?* (T r 2 2) o 

[0225] #a*-e. ^^-fT>hi ooit SK<btl 

®1f$gc apabi I I tyCR1^7^f7>h20 
(T r 2 3) o 

[0226] T^-bX«®^SlS3F4xfc^^-rT> h2 
OOlt HTTP-9-/^3 0 0|:»LtHTTPt?v 
i^h391 ^OT^-trX^S^SIfl-rS (T r 2 
4) p COr^-bXgjjclci^ £v*f7>M OOOa 
-If* u s e r i d 1 £ffim<bffiJBfS?Sc apabi I 

i t y C R 1 £5Stt"r<5o 

[0 2 2 7] HTT Ptr— /<3 0 O CD7£ 
vx£h301l*„ ^^-Tr^ K2 O 0<D7^HzX^5jc 
<&jEStt£&EE-r<5 (T r 2 5) o l£t£iiEI*. -h^COT 

[0228] &umm&f&&mzf&T Lt^m-sizi*^ t 

<7±*%im*?zs3L<7 h3 0 1 li7^-bXS*^Sit 
£ (T r 26) o cfcy^(*WlCfi. S**Htl^^V 

[0 2 2 9] 4. B4<0§iJ£ff2S§ 

#^t% *^0^a)^4<^ll^s^Bl^z•^l^rl^^^•rSo k 

4(DHJ6J&Sili. ±BfcH», Si Ic^-fcfc 5 

HTT P-fr— /^a>7£-fe;^5ft(D&(:: r^vU>ix • 

[0 2 3 0] *^JSJBBSICfcl>T. HTTPf-/^3 0 
Olt/ http: //www 3 0 0" 65UR LT?§ 
^ttStcD^-TSo &tc. HTTPit-A*3 0 0lt T 
<7'b*Mm*7i'*0 h30U, #&B#-S§-3 9 1- 3 
9 Nt*Tv$tl4NiO)H T T Pt^vx^? h£fift*LT 
U&o §HTT PTf^VX^ h 3 9 1 ~3 9 Ntt-ftf? 
tt" h t t p : //www 3 00/object39 
1 " t " h t t p : //www 3 0 O/o b j e 
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c t 3 9 N" L.V7F£tli>i><Ob'4'Z>o 
[023 1] 7*-feXW«l3j-:?5*x$ h301(t «-H 
T T Pt?yi> h391 -3 9 NlZ*j-t &7 0 iz^W 

X«W?5?i^ H3 0 1 I*. HTTPt?vi^h3 
9 1—3 9 Ntm^— /<3 0 0±IZ#£-r&2&^l*& 

-rLt£<, en*-i£»J0>*— (h'suei*) ±iz&& 

LtHTT P*— /<3 O Ofr^mffitolZPf-ZftilZtlXflT 

[0 2 3 2] &<7^7> h 1 O O— (i. 3.— tf£^SlJ 

jtltl^c 7> M OOI*. i— us 

e r idT ^X?— K" passwordl" 

[023 3] HTTP*— /^3 0 007^irXS!iai*7 
vx? h3 0 1 I*. ^7^7>M OO-fcglfSzL 
— 1f««[fc/<X , 7— Ka>«**^1* (u s e r i d 1 , 
passwordi), ( u s e r i d 2 , passw 

0 r d 2) r/^9-KflSj (ffiffc) £ Ltffi 

[0 2 3 4] t-tz. 7**XftJt&P*^vx<7 K3 0 1 

T> h • ZL— iflC^t-T* iJt--T (c a p a b 

1 I i ty) J £«&LTl^o W/^eUf >f 

i^x* hl=»LT»»*4tfc«fl?«IB*iaaLf=1(l«i-e 

[0235] ^7^f7>M OO-lt HTTP*— 
/<3 O OCSLt SBOJ.— *W*t/<Ar7— K*«« 

fc*7*«fBfS«G>*SBrt-e htt P3j-?5?x 1 h 3 9 1 

[02 36]*Sltram HTTP1. ICDDig 
est Authentication Scheme 

<S*BDft> l:*oTHTTP>7'b-^«*ft 
-StCD^r-rSo "f £^-f7> hi OOli. JUT 

l^tcfcotfHTTP'J^XXh £5£*T-T SCtC* 
y % HTTPt^vx^ h3 9KDGET/V^KJE 

[0 2 3 7] 

taw] 

GET /ob ject391 HTTP/1. 1 
Authorization: Digest dig 
est — response 

[0238] {IL* " digest — respons 

e w i*. htt pi. i a>«sic*^*£ja**tfc«EE 

[0 2 3 9] 2fcl\"C % ^77«<7>h1 00^7^f7> 



[0 2 4 0] «E1Sffil*. WT<D#»«**trifc*M"C 

• *MiiiiiittBBt 

[024 1] ::t\ £^>f 7> h 1 O 0A<, ^7-f 7 
>h2 0 0lC7**X«H*»r*fctf>l^ BTFO)* 
«««X*2fflc a p a b i I i t y 1 *t«Lfci:t 

So 

[0 2 4 2] 
[818] 

(C/object391), (GED,Apr:24:10:00:48:1999:GKT, 
Apr:25: 10:00:48:1999:00) 

[0 2 4 3] ±IB0)«lEitfflX^9]tt, " /o b j e c 
t 3 9 1 " t'i*il4HT T Psfr^x^ b3 9 1 (C*f 
Lt, GET* Vii K<D*f£. ttJMTei 9 9 9^0)4 
A2401 0B#0#4 8&fr& 1 9 9 9^04^2 5 0 

I 0»0»4 8»©IBf£«t*ff-r«Cfcfl!)-C**««* 

[0 2 4 4] *^>f7>h1 0 01*. SB0)8J 

SIMlp a s swo r d 1 Sfflt^T COXIIBW* c a p 
a b i I i t y 1 *Bt#<bLr. JsTFlC^-TSBftttE 
ISffic apabi I i tyCRI $4St5 e 

[O 2 4 5] 

[*1 9] 

(S¥PT(((/object), ((2D, Apr: 24: 10:00:48: 1999:GMT, 
Apr:25:10:00:48:19W:GMD, passwordi) 

[0 2 4 6] ±Ea>5%lB#<bll»CRYPTI*. filx. 

II DES (Data Encryption Sta 
ndard)^RC2, RC4, RC5tf l£<Df£M<D$i 

?£®«tf$fip a s s wo r d 1 3#*««Kfl: 
4tlSffi$fic apabilityCRI SB^lrfcH-TS 

[0247] Jfcl*-0. *9-f7>M OOlt < £ 

• u s e r i d 1 (i— *««) 

• capabi I i ty1 (ffiKWffl) 

• capabi I ityCRI (ftBtbffi IBffift) 

fr&tt*1ime. te<D^7>rT>h2oofz«Lr3i{i 

[0 2 4 8] KlzX'tfccfcSlC SffiffiSp a s s w o 
r d 1 £»&fcl*S3# (^7^7>K200^t;) 
I*. ftBlbttBWffic apabi I i tyCRI SSI 
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i*. teca^-fr^^ooicttLT. http*?v [0251] 
H391 ic*r-rsT^-trx«RB$s±i^sii-r«)- [820] 

ttfV$Z>mVt!>Z>o GET /object 391 HTTP1. 1 
[0249]tt^ ±fS0>1f#£g«Lfc£^7> h [0252] C<Z)i§<&. vlZgBE<x--£ # 

2001*. £ : 7«<7> H 0 OCDttmt LXs HTTP ^£;KT l*fcl*fctt. HTTPf-^3 0 0lt &T0> 
*^i?x£ h3 9 1 irT^-trX-r^-y— t*X$S«t v-b— 7> K 2 0 Olc&m-r 

So So 

[0250] ^7-f7>h200lt HTTPt^vi [02,53] 
* K3 9 1 (CT<7-feX-rSfc^lC. .*-*\ JaTlr^-T.*: [»2 1] 

fflTP/1. 1 401 Unauthorized 
WTO-Authenticate: Capability 

realiiF^privateOfujixerax, ccx jp", 
qopF^auth, autb-int", 

opaque=^a9f0171e7f40e415aa951069a403ecaT 

[O 2 5 4] ±fS<7>5^ n o n c elrftA^ftfcX^ o n c e £ Bt#<b Lfcffi£if-g:-f S* C(Dii'&<D0JJt?« 
*ijf*. r^L/>y- L/XtK>X^EEJ £fr?fctf><D &TF(0:S£ ffS"tS C t lc&S 0 

T^VLx>vX^^Jj M» tfcSo [0256] 

[0 2 5 5] £;7-<7>h2 0 0Iet. 9MitWBMMo [»22] 
apabi I i tyCRI ^mi^X^-V U^vX^JU n 

CRYPT CXia093dacB8c^^ capabilityCRl) 
[0257] *fc. ^(Dfenxmmbis z>t~mm-rz& [0258] 

5f3LT4iJ:l\, mz-l£. HTTP/1. ia><k-3l=U [»23] 

CRYPT (CRYPT (useridl ": w private©fujixerox.co. jp ": w 
capabilityOU)+noace cnonce qop 
CRYPT (GET ~: w Vobject391")) 

[0 2 5 9] ±K<DW*tt*£ responselt-T V$HTT P*— /*3 O OfZ^fTf S 0 

S« ^7-<7>h200lt HTTPt^VX^h39 [0 2 6 0] 

i izr^-fex-f Sfcakici*. GrFG>«fc5tCS*> [»24] 

GET /object391 fflTP/1. 1 
Authorization: Capability 

username=useridl 

realnF^provatefifujixerox. co. jp" p 

uri=^/object»r, 

qapnauth, 

nc=00000001, 

c«HK>e=^lbce22br, 

capability=capabilityl, 

respanse=responsel l 

Gi»que^a9f0171e7f40e415aa9510e9a4O3ecar 
[026 1 ] HTTP-!t-/^3 0 0(7>7^-feX$!Itai^^ • fflBflHl 

o r i z a t i o n :7*f— ;U Kfr mT<7>{f $fi£Sfc U [0 2 6 2] £ *fC % 7 <7 -b *%lffl* 7is x <7 K3 O 1 




^7^7Vh200tfHTTPt?VX^ h391 
[O 2 6 3] T;U3'JXA4 : 

(X-r *V^3 1) Author izatio n ? — 
Kft^SttaiLfcJ.— u s e r i d t^fZo 
[0 2 6 4] (Z. : TVZf3 2) Author izati 

0 n^-f-^U K^t>aaJLfc*tE1t«^c a p a b i I 

1 t y ff&o 

[0 2 6 5] (7.^rv~J3 3) Author i zat i 

o n^-r— ;uK3^6ttffl**tfc«l8««a)ie#<kffi* r 

e s p o n s e 5 e 

[0266] (Xf*;?3 4) *7*<T> K200IC2I 
flLfc^ ^t-v^n o n c e 7 4 —)l> K<7>ft£ n o 
n c e 1 t~??>o 

[0 2 6 7] (X-r*^3 5) user i dlrffl^-TS 
^b8l!iSfW:/U9- K£ password «i:t5o 
0=7*7^ h20 0^t>0>g5R> ^-b— vli^FIET^-tr 

x-e*5tit, *7^=T'jXA£$i7-r£o 

[0 2 6 8] B§-SHbW»<&{fiCRY P 

T (noncelr CRYPT (capab i I i t 
y, password)) £ ffff ftlf SoS^ d j 
g e s t tirZ> 0 

[0 2 6 9] Uf 4 V^3 7) digest£resp 
>f 7> h 2 0 0*&<D»fc* *y-b— yi*^jE7^-bX-e. 

[0 2 7 0] Ut'V?3 8) capabi I i t y £ 

3fcA<c ap.abi I it y V^^tl^'tOV fotl 

[0 2 7 1 ] T;H3'JXA4$H^Lfc^. iE^T<7 
h3 0 1lt HTTPt^vx^h3 9 1l:«L 

[0 2 7 2] @9lz|*. *|?JS^|g|Zfc^T. ^7>T7 
>M00. ^7-<7>h200&i;HTTPit-/^ 
0 OR3*e§?fT;**t<5 h^>1f^>3 >$i«ILTl>5c 
JUT. fI3@£#fSLfc*<*l&E'rSo 

[0 2 7 3] h^>if^ vaXOUSt LT. 0^47 
>hl00lt H T T PV— /<3 0 0(C«-r-5T^-trX 
a>72>^>h (*JJS%»*§) ilt, i-1f«$r us 
e r i d 1 " ^/U9- K" p a s s w o r d 1 n 
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&LTl^*,<B<t-r3o HTTPf-A'300G) 
7^tX«»*^i^ h30 1ll <&*^>f7> hi 

0 0-|COt>TC03.— tflff^t/^X^— K0)«***51± 
(useridl, passwordl), (user 
id 2, password2) -f T/U^-Ktl 

gj tLtftfLt^5 0 
[0274] £^-f7>h1 001*. HTTPt?5i 
£ h3 9 1 ^<DT<7llXtzML. ^7^f7>h2O0l: 
4^tt £l^fg1f$8c a p a b i I i t y 1 
5(Tr31). 

[027 5] Sfel*-e. v*^*<7>h1 001*. SBCOlB 
SlWffip a s s w o r d 1 ^ffll^TffifBfS ^ c a p a b 

1 I i t y 1 *Bt#fcLT. ffiSfbffi c a p a b 
i I i t y C R Y P T 1 £ fE Efc-f £ ( T r 3 2 ) 0 

[0 2 7 6] 7 > hi O 01*. a.—if"tS 

^useridl <t*l®1f#8c a p a b i I i t y 1 . 
&l/«^b«IBB1t«c apabilityCRYPTI 
^<7^-f T> h2 00|c3|fi-rSZi:T% 7*-t?X*t© 
Zmm-tZ (T r 3 3) c 

[027 7] 7**X»|g£Sii£*Vfc*7-<7>h2 
OOI*. H T T P1f-A3 0 O CSLt H T T P* ?y 
x£ h3 9 1 ^<D7<7**m*&&mir$> (T r 3 
4) o 

[0 2 7 8] ST^-feX^ICl*®|iET-^A<#^Hr 
l^fcl^T?. H T T P-9— /^3 0 0(0T^-feX$!Hgl^^ 
vx£ h3 0 1lt ^-VLxVS^^Jn once 

f£jtsy v-k— s?£2Mrr* (t r 3 5) 0 

[0 2 7 9] *^>T7>h2 0 0l*. «Sfc«l6««c 
apabi I i tyCRI ^mi^X? V U> vSl^J n 
once ^Bf^b L"C. response -5 

(T r 3 6) o 

[0280] fit, ^7^7>K200li, &tf>T. 
HTTPf-/N # 3 00l:^LTHTTPt?i/x^ h3 
9 1 ^<7>T^-trXS*^2l(l-r^ (T r 3 7) o C07 
^-trXgjJcl^l*. ^7^7>h1000J-f*use 
r i d 1 . <tE«ffi capabi I i ty1, RXS r e 
s p o n s e -So 

[028 1 ] H T T P*— /<3 0 0 0)7 <7 *#m* Z? 
S?x9h3 0 1li* <7^-<T> h2 0 OCDT^-trXS* 
0>jESite**rtM-« (T r 3 8) o ^StEEl*. ±&<07 
;UzfijXAl (0 8£#Bg(&c:i) flttte*4-«A9¥IH 

[0 2 8 2] eiH8SA<fiEajaic«S7 LfcS^lcl*. 7 
9*X«0»*^yx^ h3 0 1 l47^tXS*$filt 
5(Tr39) c *y»(*»l=tt. S*S*tTl*** V 

[0283] s. 

±^Lfc^i -m4(D^SE^SIlCcfc^(i. 0=?<<7^ V 
1001*. te(D^7^f7>h200l:SLtHTTPt 
^vx^7 h— CDT^-feXffiKBSSli-r^lcKL. 
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/'^7-h'p a s swo r d 1 H©$tSL-fc l J« 0 
=j47-s V 2 OOlr-S-jL&ttrait&c a p a b i I i t 
y 1 ^<Dt(D^2Htt-*wi:l*1±-r, *IStiH8c a p a 
b i I i t y 1 l=ttL-C-^I»!l£ll»MD-\?>H§*HbH» 
CRYPTSSfflLT, «IS1tSg£*iElrc&S-e#fcL* 

[0 2 8 4] z<D$££. ttRg1f&0>l*J§£l8¥-K«#& 
^THTTPt^/if Hc^]ET^-feX**t-S«^ 

[0 2 8 5] LfrLfcA<&, •Ra**tfcJeiC-Cfc*l. « 

taHTTPt?-/if KI=T^-feX-rSCi:A<nI^ 

[O 2 8 6] #]x.l*. 01 OIZ^-TcfcdlC 9 l y'<7> 
H 0 0ANfeiESI=T<742Xlt(S$iaSLfc^ ; 7-f7> 

*.l*/\— K • "r-f X^SH) 2 O 1 *<i^$glt-5Ct 
■e, &glb«RS1imi*2l&U Sffl^LTL^l^A^ 

©teSft£;h.fc'tf*R£^P J r* h-r^dtli^MT-lfEc 
L\, 4#K, ^^fi-f^ XfJttfei*. U=E-h 

[0 2 8 7] JilTt?!*. ^-f 7> h2 O 0*<g»£;h. 

fc«K<btiE1lHB£ p-*;u ■ T-r x^7i=ffi^Mo^« 

[0 2 8 8] 5- 1 . »S1 
£-f. ■^V'fTVhl 001*, W7-f7>h200 

i=#g<b«ism*B£2t«-rs. 

[0 2 8 9] 3fcLM?. <77'f7>HOOIt <7 ^ 4 7 
> h 2 O 0(=*fr L-CBt#<b@$2l«-r^o 

[0 2 9 0] ^7-<7>l>200lt Sg<b*tE1f$8£ 
@£otp— 73 ;u ■ 5 s <f X*2 O 1 i:fiSfttSi:$i:lt 
S^LfeBi^bfil^fflt^TBi^bLrA^^do -<D$S 
^iE^^'TTV hA<P — 73;U ■ f-(X9 2 O 1 left 

sjtt&i+tt. sg<b*BSiiNfii*Ri-*§-<b£;h.-ci^a> 

[029 1] 77'f7>h200A<HTTPt?Vii' 
1-3 9 1 'MD7?-feXS#£fr?£:£l::l*, P— *iU ■ 

\z. fg#<b@-t?«4§-<bLTffli^*ii*<fci^. «g<b*iE1f 

$H*?7-f 7> h 2 O O <D * >) ±lzLfr&&Ltel*<D 



[0 2 9 2] HTTP^-A3 0 0l:«t57*tXl 
[0293] 5-2. 7}£2 

*-r. ^7^7>nooii fl§*Hbg£m*T«g<b 

[0294] Jfel^. ?7"f7>M 0 01*. ^0)^=7 

-f7>l-2 0 0l;, 2 fil=«g<b£;h.fc*tRB1lMa£i£« 

[0295] f LT. 7> K2 001*. g(+5fc-3 

f=#g<b*tlE1lNg£P-*><>u -f-r^20i iz*o>-£ 

c<D«a<b*is«ffii*-aic«s*^ * 

(7)^^T^-trXS*(=ffiffl-r^-i:l*-C#'5:t^o Ufc*< 
oT, ^iE^5-fr> h*<p— *;u ■ f-fX^? 2 0 11= 

Scgfctt&tt-c*. ffiS<b«iS«ffii*nt#<b*^Tt^ 

[0296] ?^-f 7> h 2 OOA<*7"J5i^ h<OTf 
-tXg#£S&fr Lfcl*££l=l*. 2«|c£g<b*;h.fc*§ 
®«#^«^b-r-5fc«xD«^bg|$. ^^-fT^hi 
O Ofr&gl+3Mil*.J:t\, 

[0 2 9 7] fit. *7^7>h200li, gJ+Sto 
fc«#<b@£m*T2Sl=«g<b£;Kfc1iKtflf8£ffi-s§- 
fls-TSufc-e. *JfflWf£fc»5£<&«g<b*|g1lM8£*#-5 
ct^ts. «g<btii&l?Hgi** : 5-<y>h2oo<B 

* & * 3t»mm <* t s 

[0 2 9 8] HTTP*- /*3 O OlC*t-f ST^-tzX^ 
5R&tfl2!iE<7)«i31¥Iil*-tiSKft 5 o 

[0299] <cfc\ ft^itmt®^itm*. Kftmfe^ 

ttiztsi-tzm-mxfoix*,. fc£LM*^g8fiBt-{§-75- 

s iz i+ 5 t '&mm<Dm**--£it>-&X' & o t * * 

[0300] 5-3. 7j^3 

£5-f7>M OOlt ffi©77-f7>h200 

[030 1] 7> K2 001*, 1t®*Bt^b-ri. 

$ffi^b-r-5fctf>0)«^bfili:*ffi3gLr33<<, Bt^ib 

[O302] 77-f7>h200ll «#<b@£$^-T 
7VH OOCSftl). atfcl^P-*Jl'-f^X 
^20 1lc*&«l>lL.TL^oi:, ^lES^Ti/hatP- 
* ;u - f^720i l=?feS$tt^itT, ng?lcil*-r 
■SJ^^JoS. :©fcft, •5? : 5-f7>h-2 0 0l*. 
-fy>hi o 0lzS#<bg|*2l«Lfc^ lt*,l=m^b 

[0303] -t LT, 77-f7Vh200li > ^S|-fb4S 
K"ttffi* * t>|rBt-§-(b@-eBi#{bLTA^. o—h)V- 
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-f-f^20i ia§feS£tt«rH-T=&. SK<b« 
rara$8i*Bg*Hb£*fci^<&<&-e. TS-Mi&Lxtmmts 

[0304] ^7-<7>h200lt KCOT 

«kis#S£ p— -hi\> ■f-<xf2oi ANCiayta-ri t 

tic a#<b@^ffl^r-^*«^bLT. 7C<D«g<b 
lt®W«i$S^-r*tl*«J:^. <IU i»7^7>h200 
A<a^bfil^^LTL*oT^i)^lc(*. ^7^7 
> h 1 O o^&fi-^b@$3iibT&y§i±:hl*<J:i\> ft 
g<b*SRl1t38l*£ v-<T>K200(D^ : E'J±lC L 

[0 3 0 5] H T T P*-/<30 0 l:Mt 57f -feXI 

[03 06] 5-4. 

^7-1'7>h100lt f©f7-<7>l»200 

i=fts<b«igiit«£2nrrao 

[0307] ^i^-e, K2 O 01*. 0^47 

>H ooir r^ui/i? • ux7K>xgiij (H&&) 

[0 3 0 8] ^ : 5'fT>h1 OOli. S«Lfc 

ffl3$iIfflL-TBt*§-@££Ji£-f So tit, ^7^7> 
SI 0 01*. *fefi£LfcBg#ii£? : 7-<7'> h2 0 01=21 

[0 3 0 9] CftlcfctL. ^7^7> h 2 O 01*. g« 

p-*;i.-f-f^20itft«it5. ccdSSSv ^iE 
^7-<7> h*<a— *>;u - f-fX^20i i:3ti$tti 

[03 10] 97-(7>h200A<HTT P#-:?i?x£ 
K3 9 1 ^a>7*-trxS5fc£fr5 £#lcfi % q— *>;u • 

f^^2oi^f, ft nitttnfim * i» y m-r * 1 * 

l=. Bf^b£li?«^bLTfflt^lS«fe^. ftSteffiBSIf 
ffiii^^-rrv h2 O Oajjt^yilcLfr^mL&l^tf) 

IV, 

[0 3 1 1] HTTP7- 0 0lZ?tt-r-5Tf -bXg 
[0 3 12] £33. ±lHO«-^t?l*. ftg<b«&ffiS8 

[0 3 13] GItii] mJi. ^S<7>HJSCil$#fi§L'SA< 



5»ffi-C*S6W*IB*Lr$fc«)-Cfcy. ©SMlcPSR 

[O 3 1 4] URL (Uniform Reso 

urce Locator) ICOUTI*. Wz.iiR F C 

(Request For Co mm ents) 173 
8«RFC1 8 0 8JSiflriaa**tT^?>o Sfc. HT 
ML (Hyper TextMarkup Langu 
age) iZ-Dl^Xlt. R F C 1 866 l=IE&£*l 

"CI* -5. HTTP (Hyper Text Tr 

ansfer Protocol) lCOt,\fl*. 095.f£ 
R FC 1 9 4 5«RFC2 0 6 8 (ClEa$*VCl>&„ 

[0 3 15] 

[0 3 1 6] *§§l?HI-<fc;tttf. «»<D*X hA<* 

•v Y-v—tmmztiB.'o*? y-rj—<7±iz*y*s3Lt h 
s?x* M=g*r*T*-fex*iR*e*Lfc rw/<ey 

[031 7] *a6wi=«t*i.is. ^/<euf-ft 

[0 3 1 8] £f=. *^BJ|cJ:Htf. W/^'Jf-fS 

ft^-rs-tf^x* h*<«isrtg!S^MLfc>7--</<ey 
*. 

[HSiO!>fif»«:lttK] 

[@1] *«no£tt»Sl=fll«#tk3:'£:i— 7<r > 

[g|2] JfcfBKaJSM roHJSi^BII-fc^r. 
®^-^i?x^7 h3 0 1 MT^-bX(DjEatt$?iBfr*fc 

[S3] *SSW0?mi <7)|gJS»ffil-fcl^T. ^^-<T> 
hi 00. ^7-<7>f-2 0 0MHTTP-y-/<3'O 

[@4] *«W<0SS2©Slg^!SI=j3t^T. 79tX« 

B*^5?x^ 1-301 i^r^^.T.anE^'&.^mm-rhtz 



(27) 



&M2 O 01-101O54 



■hi 0 0. *7-<7>K200SI;HTT P-y— A3 0 

m-*"JV3L<7 h 3 0 1 A<T^-trX(OiE^tt^^JiT"r*fc 

[g|7] #«W<&m3(D^^gglCfc^-C. I^JTls 
hi 00. ^7-f7>h200Sl/HTTPt-/^30 

m*Z?i>JL<7 h 3 0 1 ^T^-trXOiESttS-^JiT-rStr 



hlOO. ^7-f7>h200atfHTTPlf-A30 
OFpTeHfr**^ h^^S/aV^HSILTl^ta) 

[@i o] *§£w<Dmmmmizm&ftWLZ3i,\fn.-T4 

7^7>h200(D2 #t5«g©lzte8ft L fc«S<b«l& 
[##(DKI8] 

1 0 0, 2 0 0-?7/<7> h 

3 00-HTT PV—/< 

3 0 1 •■•7*HzX$W*:?vx^ h 

391~39N — HTT P^^vx^7 h 



[8U 



ioo 



200 



HUM ' J — / <3QO 



301 



-v- 



[Hi o] 




(28) 



0 0 1 -1 0 1 0 5 4 



[0 2] 



I 




r 



uMridoapahiiity^password^tf^hftttLT I 




( m \ 



(29) 

# 



^§1200 1 



- 1 0 1 O 5 4 




(30) 



<8§82 o o 1 



# 



[14] 



est-** 



1 g<t>yjr"^^3.-tfgusaridgwr& 



1 ^^>h2CX3lC^«Lfe^U>i?3t»»l^nonce1 



ffl af WBWitHp^-worrftjKy tar 




**Ui/$>**Jflnoo<»1«l(.*T«»l: 




(32) 



2001—101054 



l®6) 



4 



K*86«^€>3.— +f«usoridl 




passwort&ffl(.VCcapabiGtyCff£ 




(34) 



ftffl 2001-101054 



. — — — ^ 




rr 



No 




(35) 



&m 2001-101054 




